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Millions of LinkedIn passwords
reportedly leaked online

A hacker says he's posted 6.5 m Dropbox sends password chang

-- hot on the heels of security res notification to some users
issues with LinkedIn's iOS app.

s Mialhanl Dana

Zappos Passwords
Hacked: What You Need Share
To Do Right Now

In an email sent out last night, online shoe I O X
and clothing store Zappos let customers
know that its database of passwords and
usernames was hacked. Your credit card .

Internet services. This is a
information is safe and all Zappos passwords word on multiple services, which
have been reset, but if you use the same password and email elsewhere, a password audit is in

W Can create a new one here
order. : ate 2

we naven t getecteg any suspICious acuvity in your Dropbox, but we're proactively
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Duke University *
NetID

Email Address

NetID Password

Retype Password

by 123ContactForm.com



Threat - Cracki‘n

Password Guess 213122392,388 6eec4693d9a:,_
eec a 0698aff95c |

- ~ 0698aff95¢

Password File

Password Type Using the CPU Using the GPU

6 char (no spec chars) 1 hour 30 sec 4 seconds

7 char (no spec chars) 4 days 17 minutes 30 seconds
7 char (spec chars) 75 days 7 hours

9 char (spec chars) 43 years 48 days




Methods to Co

Accounts/PagsiliBkds ¢

»
Password Attack T O T, e = | S| w2 | &
. 0 oo €+t & 5 TEF Bz
o 2 2 = 3= = N © s> > i~
7 ) S5 0 © o £ S N
S o 8 T8l o0 S 5 e o
293e € a G < o = w Z 0 T 3
Password Cracking
* Dictionary Attack °
* Brute Force v v v v
* Rainbow Tables
* GPU Cracking
Password Sharing v Vv L
Phishing/Social Engineering vV VvV /
Man-in-the-Middle Attack v Vv
Network Sniffing v v v v
Keylogger v*







: ]

* Not just one str’o“n_g pass
strong passwords

e Password Escrow
e Multifactor




What’'s a St

* 8 characters

* Mix of upper, lower,
numbers, symbols

)




assword Escrow
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£ 1Password

Q. duke|

¥ VAULT

@ Logins
Accounts
& Identities

| -] Secure Notes
A\ Software

& Wallet

¥ FOLDERS

[ Al
(&] sans

> TAGS

> SYNC

|2 Generated Passwords

I:g Trash

Search:

Selected Section

Save

| Title

| Location

] Modified Date

twitter.com-Duke
dukehealth.org
Mail Gateways
google.com
tip.duke.edu
Tigris

DSView

Sophos Dashboard
box.com (Duke)
DNEC

Duke

ukeuniversity.webex.com
© https://dukeuniversity.webex.com/mw03061d/mywebex/login/login.do

Username rb186

Password eeesssccee

@ High (Master Password)

v All Fields
oldPassword esssssssss
newPassword eessssssss
newPassword2
btnLogon Submit
Username rb186

¥ Password History
Sep 25,2012 10:56:36 AM sesssessss

twitter.com
dukehealth.org
duke.edu
google.com
duke.edu
duke.edu
duke.edu
duke.edu
box.com
duke.edu
duke.edu

Nov 2, 2011 8:46 AM
Apr 24,2012 7:37 AM
Feb 13, 2012 12:50 PM
Aug 16, 2012 11:44 AM
Feb 13, 2012 8:29 AM
May 5, 2011 9:54 PM
Jun 21, 2011 5:26 PM
Feb 13, 2012 12:53 PM
Feb 17,2012 12:37 PM
Oct 20, 2011 9:32 AM
Oct 5, 2012 8:41 AM




Pros

Multiplatform and
multibrowser

Password generator

Password history

Sync with mobile deyices
\'r.-\;;‘t\\




Password Escro

® O 0O

Generate Password

gFwdT7YE

B

Password Length |s
Pronounceable
™ A-Z & a-z 4 0-9 () Special
Minimum Digit Count |1
Avoid Ambiguous Characters
™ Require Every Character Type




Pros
Free and Pay versions
Multipla“t‘fc;rm and
multibrowser

Password generator

Sync with mobile deyices
\'r.-\;;‘t\\




Password Escro

(@ MyDatabase.kdbx - KeePass Password Safe

File Edit “iew Tools Help
L & A £-| Y \)\} [~ Search... v
| NewDatabase kdbs | MyDatabase kdbs | |
& %v[{)}ataba:se “ || Title User Name Password URL Notes +
n W?:de;?«vs B E':;;_“x Sample #11  Anonymous B locoso Cosss blota 3
]:'f Netwark | |Sample #29  Anonymous sl oy Copy User Name Ctrl+B :
“;. Internet _ Sample #35  Anonymous = 1 Copy Password Ctrl+C _
.;33 eMail (*) Sample #47  Anonymous e URL(s) , i
g? Sample #50  Anonymous o
4 ‘.@_ Sample #73  Anonymous o @ Perform Auto-Type  Cil+V
3 Sample #77  Anonymous -
%] 2 Group [ |Sample #80  Anonymous wo) €5 Add Enlry... Ins
4 [ 3Group Ia Sample #81  Anonymous el & EditMiewEntry...  Retumn
4 h ‘iGIOUD ‘__, Sample #87  Anonymous % g Duplicate Entry
> (i 5 Group 2 Sample #37  Anonymous = X Delete Ent Del
« & Group #% Sample #1111 Anonymous oo Y UEISIE ENTY ®
@ 7 Group - ,'. Sample #114  Anonymous s Selected Entries >
< 1] ’ 42 Sample #124  Anonymous - Select All Ctrl+&, X%
Group: Metwork, Title: Sample #11, User Name: Anonymous, Password Clioboard
12.10.2007 21:47:07, Last Access Time: 12.10.2007 21:47:07, Last Moc pooal
R
Some Notes it
1 of 145 selected




Pros

:

Free e ,_
Multiplatform and
multibrowser

Password generator

Sync with mobile devices

i




Multifacg
Duke ‘ SIGN IN

Password:

Duo Second Factor
Please accept the Duo Push request on your phone.
Enter

Forgot your password?

You are on the correct Duke sign-in page if the URL above begins
with https://shib.oit.duke.edu/.

For assistance, please visit http://oit.duke.edu/help or
http://dhts.duke.edu.




