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ABSTRACT

The release of covered technical data, source code, or certain technologies
to certain foreign persons located in the United States is “deemed” an export.
United States’ export controls carry significant penalties for deemed export
violations. Employers and universities must therefore carefully regulate access to
covered information. Professors otherwise run the risk of violating export controls
by working with or teaching foreign students or researchers, evidenced most
clearly by the multi-year criminal sentence of Professor John Roth for working with
two foreign graduate students on sensitive research at the University of Tennessee.
Two factors accelerate the urgency employers and universities should have in
ensuring compliance: (1) adversaries, namely China, engage in technology
transfer in a variety of ways, including coercing students and employees to share
information gained in the United States, and (2) the second Trump Administration
has focused on China, its propensity for technology transfer, and elite universities,
including their large number of international students and researchers. Given this
renewed focus, deemed exports may emerge as a favored, frequent tool. Yet, after
the deemed export violator pays their fine or serves their sentence, the information
they illegally released is, in all likelihood, still in their head.

Agencies enacted the deemed export concept to ensure that persons could
not circumvent export controls simply by travelling to the United States, learning
the information, and then leaving. At that point, what the person carries in their
head is no different than carrying a briefcase full of restricted semiconductors,
adversaries of the United States will seek to attract such persons with talent
programs and other incentives to gain that information. Therefore, after discussing
the current climate and the export control regulations, this paper explores the
legality of the United States government employing passport administration to
restrict these deemed export violators from international travel. The paper does not
make a normative suggestion, it only finds that such use of passport administration
would be legal to restrict the effective export of sensitive information in the interest
of national security.

T Duke University School of Law, J.D. expected May 2026; University of Michigan, B.A. 2022. 1
would like to thank Major General Charles J. Dunlap, Jr. USAF (Ret.) for his invaluable support
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INTRODUCTION

Export controls aimed at securing U.S. national security and the second
Trump Administration’s focus on technology transfers at elite U.S. universities are
near-constantly in the news cycle. Yet, deemed exports, which sit at the intersection
of the two, are rarely discussed outside of trade circles in D.C. A deemed export,
further explained in Section I, is “the release or other transfer of technical data,
certain technology, or source code to foreign persons in the United States.”' As just
one example, an American professor conducting Department of Defense (“DOD”)-
funded research who discusses that research in a small-section class could be liable
for a deemed export depending on the citizenship of their students. A University of
Tennessee professor received a four-year prison sentence for allowing two students,
from China and Iran, to research drone development for the U.S. Air Force
alongside him.?

As nations, primarily but not solely China, seek to illegally acquire and
transfer U.S. technology, prosecuting deemed export violations can protect U.S.
employers and universities from exploitation. But what happens after a deemed
export violation? The violator may be subject to fines or, if it is a criminal violation,
a jail term. Yet, the information remains in the hands or head of the violator, often
an American professor or employer, and the foreign national who received the
information, normally a student, visiting researcher, or employee. If either person
leaves the U.S., they functionally export that information, no different from packing
a semiconductor in their suitcase.

Therefore, this paper, which eschews policy opinions as to whether the U.S.
government should tread this path, explores passport administration as a legal
mechanism to restrict international travel for U.S. citizens® who violate the deemed
export regime. It also aims to increase awareness of professors’ and employers’

I U.S. GOV’T ACCOUNTABILITY OFF., GAO-22-105727, Enforcement Agencies Should Better
Leverage Information to Target Efforts Involving U.S. Universities (2022) (emphasis added).

2 Reid Whitten, Prison Time and Export Controls: University Professor's Case Illustrates Dangers
of Ignoring  Export Compliance, THE NAT'L L. REv. (Oct. 29 2011),
https://natlawreview.com/article/prison-time-and-export-controls-university-professor-s-case-
illustrates-dangers-ignoring-exp.

3 A part two to this paper would explore the legal paths to restrict the exit of international students,
faculty, and employees from the U.S. after they are involved in a deemed export violation.
Paradoxically, stripping the freedom to travel internationally for non-citizens may be more of a
morass than stripping that freedom from citizens. When restricting the importer of knowledge, the
U.S. may be restricting someone simply caught up by a U.S. professor’s or employer’s mistake, not
a criminal or even civil violator under the statute. Unless the international student or faculty member
participated in the release, worked with the releaser to willfully evade controls, or forwarded that
information, they probably have not violated the regime by being passive importers of information.
The Fifth Amendment states that no person shall be deprived of liberty, or property without due
process of law, not just citizens. In an already fraught operating space, restriction of such an
individual would magnify comity concerns and political uproar, even though the student, faculty
member, or employee who is not a deemed export violator still has the controlled information in
their head. Additionally, the potential for snowballing into Orwellian realms where the U.S.
government electronically monitors and restricts the travel of anyone with information deemed
sensitive is more apparent when there is no criminal or, at minimum civil, violation hook.



2 CENTER ON LAW, ETHICS AND NATIONAL SECURITY No. 31

obligations as deemed exports become more significant amid increasingly
globalized academic environments.*

1. AN OVERVIEW OF DEEMED EXPORTS

Every lawyer in Washington, D.C., and diligent lawyers elsewhere, take
pains to stay apprised of the export controls regime. This was not always the case.
Although the U.S. has periodically used export controls since its founding, the
scope has only recently ballooned from addressing weapons exports to touching
most U.S. industries.’

The two main players in export controls are the Bureau of Industry and
Security (“BIS”), part of the Department of Commerce (“Commerce”), and the
Directorate of Defense Trade Controls (“DDTC”), part of the Department of State
(“State™). BIS administers the Export Administration Regulations (“EAR”),® which
the Export Control Reform Act (“ECRA”) provides the statutory authority for.” The
DDTC administers the International Traffic in Arms Regulation (“ITAR”),® which
the International Security Assistance and Arms Export Control Act (“AECA”)
provides the statutory authority for.’

ITAR regulates what historically has been the focus of export controls,
defense articles and defense services.!? The items regulated are located on the U.S.
Munitions List (“USML”).!! The USML has twenty categories ranging from
biological agents to submersible vessels to rocket launchers.!? ITAR also regulates
the export of technical data and other information that goes into these defense
articles and services. '3

EAR, on the other hand, regulates dual-use items. A dual-use item is a
commercial good that could have military applications, even though that is not its
primary objective. These days, most goods can be and are classified as dual-use.!'*
BIS maintains a Commerce Control List containing a subset of such dual-use items,
technology, and source code, with export restrictions based on the perceived
significance.!> BIS assigns to these items Export Control Classification numbers

4 See United States v. Roth, 628 F.3d 827, 835-36 (6th Cir. 2011) (holding that ignorance of the law
was not a proper defense for Professor Roth’s violation of the deemed exports statute).

5 Christopher Casey & Paul Kerr, CONG. RSCH. SERV., R46814, The U.S. Export Control System
and the Export Control Reform Act of 2018 (2025).

¢15 C.F.R. §§ 730-774 (2025).

750 U.S.C. § 4801 (2022).

822 C.F.R. §§ 120-130 (2025).

222 U.S.C. §§ 2778 (2022).

1022 C.F.R. § 120.1 (2025).

1122 C.F.R. § 120.2, 121 (2025); see Casey & Kerr, supra note 5 (“Any firm engaged in
manufacturing, exporting, or brokering any item on the USML must register with the Directorate of
Defense Trade Controls (DDTC) at the State Department and pay a yearly fee whether or not the
firm seeks to export during the year.”).

1222 C.F.R. § 121.1 (2025).

1322 C.F.R. § 120.33 (2025).

14 Catherine Napjus, The Danger of the ‘Deemed Export’, MCLANE MIDDLETON (June 7, 2024),
https://www.mclane.com/insights/the-danger-of-the-deemed-export/.

1515 C.F.R. § 774 Supplement 1 (2025).


https://www.mclane.com/insights/the-danger-of-the-deemed-export/
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that signify the applicable export restrictions.'® BIS classifies any dual-use item not
on the Control List as EAR99. EAR99 goods are usually general consumer goods,
such as shoes or paper, which rarely require a license to export because they have
little military application. However, they are still regulated under EAR and can be
subject to restrictions based on destination, such as shipments of shoes to Iran, or
end use.!” BIS’s regulation of dual-use items is the primary reason for the
increasing ubiquity of export controls.

An oft-overlooked facet of export controls is the deemed export. Deemed
exports essentially mean that “[i]f an item requires a license for export to a certain
destination, an academic institution or firm would need a license to engage a person
from that destination to allow that person to work [in the United States] with that
technology,” or to allow them to learn any sensitive information associated with
it.!8 Although the standard definition of export is not yet met because nothing has
left the country, the government deems the release to the foreign person in the U.S.
an export.!” The U.S. government implemented deemed exports to address the
identified risk of unauthorized transfers of critical information and technology to
foreign nationals in the U.S. who ultimately return to their countries, effectively
circumventing key export controls.?’

As one could imagine, the focus of deemed exports rests on universities,
research institutions, and companies producing goods subject to normal export
controls.?! Otherwise, circumvention of export controls would be as easy as
travelling, working, or studying in the U.S. and then returning home with the
information or technology. Companies could then use the information or reverse
engineer the technology to undermine U.S. technological advantage, a key element
of economic, and therefore national, security.??

16 1d.

17 David Noah, EAR99 Isn’t a Free Pass for Export Compliance, SHIPPING SOLS. (Mar. 14, 2022),
https://shippingsolutionssoftware.com/blog/ear99-isnt-a-free-pass-for-export-compliance.

18 Christopher Casey, CONG. RSCH. SERV., IF11154, Export Controls: Key Challenges (2021); see
Export controlled data, materials, and activities, MY RSCH PATH AT DUKE UNIVS,,
https://myresearchpath.duke.edu/topics/export-controlled-data-materials-and-activities  (““Export’
also means releasing or otherwise transferring technology (or software source code) to a foreign
person in the United States or abroad (a ‘Deemed Export’).”).

19 Export, MERRIAM WEBSTER, https://www.merriam-webster.com/dictionary/export (last visited
Nov. 24, 2025) (“[A] commodity conveyed from one country or region to another for purposes of
trade.”).

20 U.S. GOV’T ACCOUNTABILITY OFF., GAO-22-105727, Enforcement Agencies Should Better
Leverage Information to Target Efforts Involving U.S. Universities, 2 (2022); NATSEC MATTERS: A/
Spies, Economic Espionage and the New Forces Reshaping Global Intelligence: Anthony Vinci,
21:43 - 21:50 (Apple Podcasts, Oct. 29, 2025) (“China certainly shares the information they collect
from our companies with their own companies for competitive purposes.”).

21 What is a deemed export? BUREAU OF INDUS. AND SEC., https://www.bis.gov/learn-
support/deemed-exports/what-deemed-export [https://perma.cc/Z7T4-TMIN] (“Typical
organizations using ‘deemed’ export licenses include universities, high technology research and
development institutions, bio-chemical firms, as well as the medical and computer sectors.”).

22 See U.S. GOV’T ACCOUNTABILITY OFF., GAOQ-22-105727, Enforcement Agencies Should Better
Leverage Information to Target Efforts Involving U.S. Universities, 1 (2022) (“If information about
sensitive civilian or defense-related technologies—such as aerospace technology, sensors, lasers,
and missiles—is transferred to [countries hostile to U.S. interests, including China, Russia, and
Iran], it could have significant consequences for U.S. national security.”).


https://shippingsolutionssoftware.com/blog/ear99-isnt-a-free-pass-for-export-compliance
https://www.merriam-webster.com/dictionary/export
https://www.bis.gov/learn-support/deemed-exports/what-deemed-export
https://www.bis.gov/learn-support/deemed-exports/what-deemed-export
https://perma.cc/Z7T4-7MJN

4 CENTER ON LAW, ETHICS AND NATIONAL SECURITY No. 31

EAR and ITAR both regulate deemed exports within their fields of dual-use
items and USML articles, respectively. EAR says “[a]ny release in the United
States of ‘technology’ or source code to a foreign person is a deemed export to the
foreign person's most recent country of citizenship or permanent residency.”? EAR
defines “technology” as “information necessary for the development, production,
use, operation, installation, maintenance, repair, overhaul, or refurbishing (or other
terms specified in ECCNs on the Control List that control ‘technology’) of an
item.”?* EAR defines “source code” as “a convenient expression of one or more
processes that may be turned by a programming system into equipment executable
form.”?

ITAR says that “[a]ny release in the United States of technical data to a
foreign person is deemed to be an export to all countries in which the foreign person
has held or holds citizenship or holds permanent residency.”?® It defines “export”
to mean, inter alia, “[r]eleasing or otherwise transferring technical data to a foreign
person in the United States (a deemed export).”?” ITAR defines “technical data” as
“(1) information required for the design, development, production, manufacture,
assembly, operation, repair, testing, maintenance or modification of defense
articles, (2) classified information relating to defense articles and defense services
on the U.S. Munitions List and 600—series items controlled by the Commerce
Control List, (3) information covered by an invention secrecy order, or (4) software
directly related to defense articles.”?®

An important exception to deemed exports is for “fundamental research,”
defined as research that is intended to be published or taught in academic
institutions and has no national security restrictions attached.?® Entities, such as

2315 C.F.R. § 734.13(b) (2025); see STANFORD UNIV., Export Controls: HI-B Deemed Export
Certification (updated July 7, 2025) https://doresearch.stanford.edu/resources/topics/export-
controls-h1-b-deemed-export-certification (“A deemed export can occur not only when export
controlled technology is shared with a foreign national, but also when US Persons provide technical
assistance on the development, production or use of export controlled technology to a foreign
national in the US or abroad.”).

215 CFR. §772.1 (2025); see Deemed Exports and Fundamental Research for Biological Items,
BUREAU OF INDUS. AND SEC., https://www.bis.doc.gov/index.php/all-articles/14-policy-
guidance/deemed-exports [https://perma.cc/34MT-BHNC] (“All technology in the United States is
subject to the EAR except for the following: technology under the jurisdiction of another agency,
printed books, publicly available technology, technology that has been or will be published,
technology that arises during or results from fundamental research, educational technology, and
technology in certain patent applications.”).

2315 C.F.R. § 772.1 (2025).

2622 C.F.R. § 120.50(b) (2025).

2722 C.F.R. § 120.50(a)(2) (2025).

2822 C.F.R. § 120.33 (2025).

215 C.F.R. §§ 734.7-8 (2025); 22 C.F.R. § 120.34(8) (2025) (“Fundamental research is defined to
mean basic and applied research in science and engineering where the resulting information is
ordinarily published and shared broadly within the scientific community, as distinguished from
research the results of which are restricted for proprietary reasons or specific U.S. Government
access and dissemination controls.”); BUREAU OF INDUS. AND SEC., supra note 24.


https://doresearch.stanford.edu/resources/topics/export-controls-h1-b-deemed-export-certification
https://doresearch.stanford.edu/resources/topics/export-controls-h1-b-deemed-export-certification
https://www.bis.doc.gov/index.php/all-articles/14-policy-guidance/deemed-exports
https://www.bis.doc.gov/index.php/all-articles/14-policy-guidance/deemed-exports
https://perma.cc/34MT-BHNC
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universities and research labs, do not need to obtain export licenses for foreign
nationals to work on or learn of fundamental research.°

This is a controversial exception. Knowing that fundamental research can
be one step on the path to producing covered items or information, the FBI
highlighted that foreign adversaries “seek to obtain this technology when it is least
restricted and easiest to obtain.”3! Moreover, the research process, especially in
publications funded by the DOD, “produces extensive applied knowledge and
technological expertise that is not captured by resulting publications yet is
enormously valuable.”3? The House Select Committee on the CCP has also pointed
out that products of fundamental research may be subject to export controls, making
it illegal to transfer such technology to certain persons, but not illegal to work with
them on those same technologies as long as results are made public.?* Thus, there
may be momentum to alter the fundamental research exception, especially given
the second Trump Administration’s focus on China, technology transfer, and
universities, as highlighted in Section B.

In defining a deemed export, both EAR and ITAR use the language “release
.. . to a foreign person.” Both define “foreign person” the same way: anyone who
is not a U.S. citizen or lawful permanent resident of the U.S.,’* and any foreign
entity that is not incorporated or organized to do business in the U.S.3* The main
difference is that EAR considers the export to be to the foreign person’s most recent
country of citizenship or permanent residency.3® ITAR, alternatively, casts a wider
net, treating it as an export to all countries where the foreign person has held or

3015 C.FR. §§ 734.7-8 (2025); 22 C.F.R. § 120.34(8) (2025); see also U.S. GOV'T
ACCOUNTABILITY OFF., GAO-22-105727, Enforcement Agencies Should Better Leverage
Information to Target Efforts Involving U.S. Universities, 14 (2022).

3l FED. BUREAU OF INVESTIGATION, China: The Risk to Academia, 4 (2019),
https://www.fbi.gov/file-repository/china-risk-to-academia-2019.pdf.

32 STAFF OF THE H. SELECT COMM. ON THE CCP & THE COMM. ON EDUC. AND THE WORKFORCE,
118th Cong., CCP On the Quad: How American Taxpayers and Universities Fund the CCP’s
Advanced Military and Technological Research, 9 (2024); see also Chris Miller, Chip War: The
Fight for the World’s Most Critical Technologies, 138 (Scribner, 2022) (“The chip industry also
funded university research on chip design techniques, establishing the Semiconductor Research
Corporation to distribute research grants to universities like Carnegie Mellon and the University of
California, Berkley. Over the 1980s, a cadre of students and faculty from these two universities
founded a series of startups that created a new industry—software tools for semiconductor design—
that never previously existed. Today, every chip company uses tools from each of three chip design
software companies that were founded and built by alumni of these DARPA- and SRC-funded
programs.”).

33 STAFF OF THE H. SELECT COMM. ON THE CCP & THE COMM. ON EDUC. AND THE WORKFORCE,
118th Cong., CCP On the Quad: How American Taxpayers and Universities Fund the CCP’s
Advanced Military and Technological Research, 9 (2024).

3% Other than a category of protected individuals, which is not important for this paper’s
considerations.

3522 C.F.R. § 120.63 (2025); 15 C.F.R. § 772.1 (2025) (“Foreign person’ is synonymous with ...
‘foreign person’ as used in the International Traffic in Arms Regulations.”).

36 Deemed Exports FAQs - How are individuals handled who are permanent residents or citizens of
countries other than those of their nationality? BUREAU OF INDUS. AND SEC.,
https://www.bis.doc.gov/index.php/policy-guidance/deemed-exports/deemed-exports-faqs/faq/36-
how-are-individuals-handled-who-are-permanent-residents-or-citizens-of-countries-other-than-
those-of-their-nationality [https://perma.cc/BQT8-ZG38].


https://www.fbi.gov/file-repository/china-risk-to-academia-2019.pdf
https://www.bis.doc.gov/index.php/policy-guidance/deemed-exports/deemed-exports-faqs/faq/36-how-are-individuals-handled-who-are-permanent-residents-or-citizens-of-countries-other-than-those-of-their-nationality
https://www.bis.doc.gov/index.php/policy-guidance/deemed-exports/deemed-exports-faqs/faq/36-how-are-individuals-handled-who-are-permanent-residents-or-citizens-of-countries-other-than-those-of-their-nationality
https://www.bis.doc.gov/index.php/policy-guidance/deemed-exports/deemed-exports-faqs/faq/36-how-are-individuals-handled-who-are-permanent-residents-or-citizens-of-countries-other-than-those-of-their-nationality
https://perma.cc/BQT8-ZG38
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holds citizenship or permanent residency.3” Since exports of the same good may be
restricted to one destination but not another, the difference between the two may be
significant.?® For example, consider an international student who holds permanent
residency in France and was previously a Russian citizen. If that person worked on
an ITAR-regulated item that would normally be granted a license for export to
France but not to Russia, DDTC would account for the Russian citizenship and
prosecute the deemed export violation.° But if the student was working on an EAR-
regulated item that would normally be granted a license if exported to France but
not to Russia, BIS would not account for the previous Russian citizenship. Because
France is the most recent country of permanent residency, there would be no
deemed export violation.*

The two regulations largely define “release” the same. Release can be a
visual or other inspection of defense articles or items, oral or written exchanges of
technical data, technology, or source code, such as being taught the information
outside of the fundamental research exception, or the use of access information,
i.e., usernames and passwords, which allows a foreign person to hear, learn of,
view, or possess technical data, technology, or source code covered by EAR or
ITAR.*' For example, a foreign faculty member whose log-in grants access to
sensitive research, or a foreign student overhearing professors discuss covered
technical data over lunch, could both constitute deemed export violations
depending on the foreigner’s citizenship.*?

Whether the U.S. government would and could enforce those violations is
a different matter. Enforcement agents from the FBI, DOJ, DOD, Office of Export
Enforcement (“OEE”),* and ICE brief university officials on current threats, red
flags, and mitigation measures for protecting sensitive research and technology.**
However, according to officials, “cultural differences between U.S. universities—
which generally promote openness and collaboration—and enforcement

3722 C.F.R. § 120.50(b) (2025); 15 C.F.R. § 734.13(b) (2025).

38 See Napjus, supra note 14 (noting that “a license may not be required for a UK citizen who is a
post-doc doing research at MIT on dual-use technology. A license may be required, however, for a
post-doc from Venezuela doing the same research”).

39 See 22 C.F.R. § 126.1(1) (2025) (“It is the policy of the United States to deny licenses or other
approvals for exports of defense articles and defense services destined for Russia.”).

40 This is another facet of deemed exports that the author believes needs improvement to quell
potential circumvention but is outside the scope of this paper’s main thrust.

4122 C.F.R. § 120.56 (2025); 15 C.F.R. § 734.15 (2025).

42 See U.S. GOV’'T ACCOUNTABILITY OFF., GAO-22-105727, Enforcement Agencies Should Better
Leverage Information to Target Efforts Involving U.S. Universities, 13 (2022).

4 See BUREAU OF INDUS. AND SEC., Annual Report to Congress: Fiscal Year 2022,
https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/3548-bis-2022-annual-
report/file [https://perma.cc/WXP5-WE6B] (“BIS has initially partnered with twenty academic
research institutions whose work gives them an elevated risk profile and assigned an OEE Special
Agent to each institution.”).

4 See U.S. GOV’T ACCOUNTABILITY OFF., GAOQ-22-105727, Enforcement Agencies Should Better
Leverage Information to Target Efforts Involving U.S. Universities, 20-21 (2022) (stating that under
ICE's Project Shield America-Academia, field agents conducted around forty outreach visits to U.S.
universities yearly. The EE conducted around fourteen each year, while the FBI did not report this
number).


https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/3548-bis-2022-annual-report/file
https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/3548-bis-2022-annual-report/file
https://perma.cc/WXP5-WE6B
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agencies—which focus on security” can impede these efforts.* Going through the
last two decades of civil export violation actions that BIS and DDTC have
published, only eleven appear to cover deemed export violations, none of which
concern universities.* Since criminal violations must be willful, published DOJ
actions largely focus on the theft and attempted export of trade secrets rather than
the employer’s or professor’s failure to limit information sharing or their lack of
awareness of the deemed export regime.*” The FBI and Government Accountability
Office have both recommended changes at universities, including clearer guidelines
on lab access and foreign government funding, increasing outreach visits, and
responding preemptively rather than waiting for news of violations.*3

Penalties for deemed export violations can be civil or criminal. Civil
violations result in fines of up to $374,474,% “or an amount that is twice the value
of the transaction that is the basis of the violation with respect to which the penalty
is imposed, whichever is greater.”>° Criminal penalties can include, per violation, a
fine of up to $1,000,000, 20 years in prison, or both.3! Criminal penalties require
the violation to be willful.>? If employers or universities learn of a violation and
submit a voluntary-self disclosure, they can substantially mitigate their penalties.>?

Other potential penalties include statutory debarment and revocation of
export privileges. Statutory debarment occurs when a U.S. court criminally
convicts a person for violating or conspiring to violate AECA.>* For a three-year
period following conviction, that person cannot participate directly or indirectly in

4 1d. at 20.

46 Enforcement: Export Violations, BUREAU  OF INDUS. AND SEC.,
https://www.bis.gov/enforcement/export-violations [https://perma.cc/6XU7-CH7T]; Penalties &
Oversight Agreements, DIRECTORATE OF DEF. TRADE CONTROLS,
https://www.pmddtc.state.gov/ddtc_public?id=ddtc_kb_article page&sys id=384b968adb3cd300
4419116211961941.

47 E.g., Press Release, Castro Valley Resident Pleads Guilty To lllegally Exporting American
Aviation Technology To Beijing University, DEPT. OF JusT., (Jan. 17, 2023),
https://www.justice.gov/usao-ndca/pr/castro-valley-resident-pleads-guilty-illegally-exporting-
american-aviation-technology; Press Release, Justice Department Declines Prosecution of
Company That Self-Disclosed Export Control Offenses Committed by Employee, DEPT. OF JUST.
(Apr. 30, 2025), https://www.justice.gov/opa/pr/justice-department-declines-prosecution-company-
self-disclosed-export-control-offenses.

48 See FED. BUREAU OF INVESTIGATION, supra note 31, at 4; U.S. GOV’'T ACCOUNTABILITY OFF.,
GAO-22-105727, Enforcement Agencies Should Better Leverage Information to Target Efforts
Involving U.S. Universities, 18, 22 (2022).

4 Subject to adjustment under the Civil Penalties Inflation Adjustment Act of 1990. 28 U.S.C. §
2461.

50 US.C. § 4819; Enforcement: Penalties, BUREAU OF INDUS. AND SEC.,
https://www.bis.gov/enforcement/penalties [https://perma.cc/9GY Q-RK7A].

3115 C.F.R. § 764.3(b) (2025); 22 C.F.R. § 127.3 (2025); 22 U.S.C. § 2778(c); 50 U.S.C. § 1760.
3222 U.S.C. § 2778(c); see United States v. Roth, 628 F.3d 827, 835 (6th Cir. 2011) (““All that section
2778(c) expressly requires is that someone willfully violate a provision of the Act. Congress did not
instruct courts to apply the willfulness requirement to any specific provision, let alone the Munitions
List, even though it could have. Furthermore, no court has conclusively held that willfulness requires
knowledge that an item is on the Munitions List.”).

33 Administrative and Enforcement Provisions, 89 Fed. Reg. 75477 (Sep. 16, 2024).

3422 C.F.R. § 127.7(b) (2025); Notice on Statutory Debarment Under the Arms Export Control Act
and the International Traffic in Arms Regulations, 89 FR 53172 (Jun. 25, 2024).


https://www.bis.gov/enforcement/export-violations
https://perma.cc/6XU7-CH7T
https://www.pmddtc.state.gov/ddtc_public?id=ddtc_kb_article_page&sys_id=384b968adb3cd30044f9ff621f961941
https://www.pmddtc.state.gov/ddtc_public?id=ddtc_kb_article_page&sys_id=384b968adb3cd30044f9ff621f961941
https://www.justice.gov/usao-ndca/pr/castro-valley-resident-pleads-guilty-illegally-exporting-american-aviation-technology
https://www.justice.gov/usao-ndca/pr/castro-valley-resident-pleads-guilty-illegally-exporting-american-aviation-technology
https://www.justice.gov/opa/pr/justice-department-declines-prosecution-company-self-disclosed-export-control-offenses
https://www.justice.gov/opa/pr/justice-department-declines-prosecution-company-self-disclosed-export-control-offenses
https://www.bis.gov/enforcement/penalties
https://perma.cc/9GYQ-RK7A
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any exports covered by ITAR.> Moreover, both BIS and DDTC can revoke the
violator’s export privileges for export, reexports, and transfers of items subject to
their jurisdiction.’® For example, Pedro Almeida, a police academy recruit, was
convicted of smuggling tracer rounds from the U.S. to Mexico in 2023.%7 In 2025,
BIS revoked Alemida’s export privileges under the EAR for a ten-year period to
ensure exports did not resume after the sentence expired.’®

The criminal case of John Reece Roth, a professor at the University of
Tennessee, exemplifies the severity of punishments for deemed export violations
and how deemed exports may strengthen university security.>® Even though the
University told him not to,%° Roth allowed Chinese and Iranian graduate students
to conduct research for the U.S. Air Force about implementing plasma actuators in
drones.®! He therefore released covered technical data to a foreign person, violating
ITAR.®?In 2009, he received a four-year prison sentence and statutory debarment. %
Ignorance of the deemed export law was not a valid defense.®* As U.S. Attorney
Dedrick said, “[t]his case should send a stern warning to those who would betray

3322 C.F.R. § 127.7(b) (2025); Notice on Statutory Debarment Under the Arms Export Control Act
and the International Traffic in Arms Regulations, 89 FR 53172 (Jun. 25, 2024).

% 15 CFR. § 766.25 (2025); Enforcement: Penalties, BUREAU OF INDUS. AND SEC.,
https://www.bis.gov/enforcement/penalties [https://perma.cc/9GYQ-RK7A] (“Section 1760(e) of
ECRA permits, at the discretion of the Secretary of Commerce, the denial of export privileges of
any person convicted of certain criminal violations for a period of up to 10 years beginning on the
date of conviction.”).

57 Press Release, Former police academy recruit headed to prison for exporting .50 caliber
ammunition, DEPT. OF JUST., https://www justice.gov/usao-sdtx/pr/former-police-academy-recruit-
headed-prison-exporting-50-caliber-ammunition.

38 Order Denying Export Privileges for Pedro Cruz Almeida Jr., BUREAU OF INDUS. AND SEC.,
https://www.bis.gov/media/documents/e3014-almeida-1 1 h-order-8-26-2025.pdf.

% Roth, 628 F.3d 827.

%0 Since the University of Tennessee continually complied with U.S. export controls in its policies
and recommendations to Roth, the DOJ took no enforcement action against it. Whitten, supra note
2.

6! See FED. BUREAU OF INVESTIGATION, supra note 31, at 4 (explaining that Roth compounded his
issues when he also brought the information out of the U.S. on a lecture circuit to China). The author
has heard this problem repeated numerous times in conversations with trade practitioners; professors
are individualistic, often quirky persons, and they very rarely listen or agree with their export
compliance counsel, which most major universities have. E.g., Office of Export Controls (OEC),
DUKE UNIV., https://research.duke.edu/oec/; STANFORD UNIV., Export Controls: HI-B Deemed
Export Certification (updated July 7, 2025) https://doresearch.stanford.edu/resources/topics/export-
controls-h1-b-deemed-export-certification.

6222 C.F.R. § 120.50(b) (2025).

63 Public Notice 6924, Bureau of Political-Military Affairs; Statutory Debarment Under the Arms
Export Control Act and the International Traffic in Arms Regulations, 75 Fed. Reg. 13330, DEPT.
OF STATE (2010); Betsy B. Creekmore, J. Reece Roth, UNIV. OF TENNESSEE LIBRS. (Oct. 15, 2018),
https://volopedia.lib.utk.edu/entries/j-reece-

roth/#:~:text=John%20Reece%20R 0th%2C%20professor%20emeritus,a%?20citizen%200f%20the
%?20People's.

% Roth, 628 F.3d at 835-36 (finding that “the district court did not abuse its discretion in declining
to deliver Roth's proposed instruction on ignorance of the law as a separate defense”).


https://www.bis.gov/enforcement/penalties
https://perma.cc/9GYQ-RK7A
https://www.justice.gov/usao-sdtx/pr/former-police-academy-recruit-headed-prison-exporting-50-caliber-ammunition
https://www.justice.gov/usao-sdtx/pr/former-police-academy-recruit-headed-prison-exporting-50-caliber-ammunition
https://www.bis.gov/media/documents/e3014-almeida-11h-order-8-26-2025.pdf
https://research.duke.edu/oec/
https://doresearch.stanford.edu/resources/topics/export-controls-h1-b-deemed-export-certification
https://doresearch.stanford.edu/resources/topics/export-controls-h1-b-deemed-export-certification
https://volopedia.lib.utk.edu/entries/j-reece-roth/#:~:text=John%20Reece%20Roth%2C%20professor%20emeritus,a%20citizen%20of%20the%20People's
https://volopedia.lib.utk.edu/entries/j-reece-roth/#:~:text=John%20Reece%20Roth%2C%20professor%20emeritus,a%20citizen%20of%20the%20People's
https://volopedia.lib.utk.edu/entries/j-reece-roth/#:~:text=John%20Reece%20Roth%2C%20professor%20emeritus,a%20citizen%20of%20the%20People's
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the trust of our nation by violating the export control laws by providing our military
information to foreign nationals.”® The Supreme Court declined to hear his case.

II. A NEWFOUND FOCUS ON DEEMED EXPORTS

The expansion of export controls is not unprompted. The geopolitical
atmosphere has shaped it, namely the rise and aggression of China, Putin’s seeming
desire to reclaim the Russian Empire, and Iran’s nuclear ambitions and funding of
terrorist proxies. Deemed exports are one tool to stymie the unceasing technology
transfer operations and practices these countries take within the U.S.%” With the
second Trump Administration focusing on containing China and asserting
influence on university campuses, deemed exports may expand alongside or
outpace traditional export controls.

The openness of the university environment in the U.S. presents an
attractive target.%® Even with deemed exports and visa vetting, the U.S. university
environment stands in stark contrast to China's, where “[a] recent survey of over
500 foreign scholars in China found that 26 percent were denied access to archives,
while nearly one in ten were subjected to questioning by [People’s Republic of
China (“PRC”)] authorities.”® Even with the knowledge of illicit Chinese
practices, Chinese international students are ubiquitous in American higher
education and at top research institutions, with more than 277,000 enrolled in the
U.S. in 2023-24.79 Additionally, after graduating, only 25% of Chinese graduate
students “intend to immigrate to the United States or another Western country,” and
over half obtain temporary post-graduate employment in the U.S. before returning

% Press Release, Retired University Professor Sentenced to Four Years in Prison for Arms Export
Violations Involving Citizen of China, DEPT. OF JusT. (2009),
https://www.justice.gov/archives/opa/pr/retired-university-professor-sentenced-four-years-prison-
arms-export-violations-involving.

 Whitten, supra note 2.

67 See John Moolenaar et al., Letter from House Select Committee on the CCP to President of
Carnegie Mellon, H. SELECT COMM. ON THE CCP (2025),
https://selectcommitteeontheccp.house.gov/sites/evo-
subsites/selectcommitteeontheccp.house.gov/files/evo-media-document/3.18.2025%20-
%?20Letter%20t0%20Carnegie%20Mellon%20-%20SCC_0.pdf (“Our nation’s universities, long
regarded as the global standard for excellence and innovation, are increasingly used as conduits for
foreign adversaries to illegally gain access to critical research and advanced technology.”).

%8 See U.S. GOV’'T ACCOUNTABILITY OFF., GAO-22-105727, Enforcement Agencies Should Better
Leverage Information to Target Efforts Involving U.S. Universities, 30 (2022) (“The U.S.
government has identified sensitive technology transfers as one of several threats to U.S. university
research, and it addresses this threat in part by controlling the release or transfer of technical data,
technology, and source code to foreign persons in the United States, referred to as deemed exports
in this report.”).

% STAFF OF THE H. SELECT COMM. ON THE CCP & THE COMM. ON EDUC. AND THE WORKFORCE,
118th Cong., CCP On the Quad: How American Taxpayers and Universities Fund the CCP’s
Advanced Military and Technological Research, 8 (2024).

70 Amy DiPierro, As White House wavers on visas, Chinese students at California colleges face
uncertainty and worried parents, EDSOURCE (Jun. 20, 2025), https://edsource.org/2025/us-china-
student-visa-policy-changes/734859.


https://www.justice.gov/archives/opa/pr/retired-university-professor-sentenced-four-years-prison-arms-export-violations-involving
https://www.justice.gov/archives/opa/pr/retired-university-professor-sentenced-four-years-prison-arms-export-violations-involving
https://selectcommitteeontheccp.house.gov/sites/evo-subsites/selectcommitteeontheccp.house.gov/files/evo-media-document/3.18.2025%20-%20Letter%20to%20Carnegie%20Mellon%20-%20SCC_0.pdf
https://selectcommitteeontheccp.house.gov/sites/evo-subsites/selectcommitteeontheccp.house.gov/files/evo-media-document/3.18.2025%20-%20Letter%20to%20Carnegie%20Mellon%20-%20SCC_0.pdf
https://selectcommitteeontheccp.house.gov/sites/evo-subsites/selectcommitteeontheccp.house.gov/files/evo-media-document/3.18.2025%20-%20Letter%20to%20Carnegie%20Mellon%20-%20SCC_0.pdf
https://edsource.org/2025/us-china-student-visa-policy-changes/734859
https://edsource.org/2025/us-china-student-visa-policy-changes/734859
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to China.”! In 2002, “the Kennedy School of Government even had a three-month
program to train Chinese officials in Administration,” and studies report that “20%
of the members of the CCP Central Committee, composed of over 370 senior
officials, have studied abroad, mainly at Western universities.””?

In 2019, the DOJ estimated that the annual cost to the U.S. economy of
counterfeit goods, pirated software, and trade-secret theft is $225 to $600 billion.”
In testimony before Congress, Daniel Coats, the former Director of National
Intelligence, warned that U.S. research institutions are a top target of foreign
intelligence services.”* The FBI reports that foreign adversaries target students,
professors, researchers, and visitors to collect information, encourage foreign
campuses of U.S. universities to illicitly acquire research and information, and use
more direct means like espionage.”

While China, Russia,’® Iran, and North Korea are the constant perpetrators
known to “often target academia, [a former CIA agent] warned that every U.S. ally
is known to occasionally seek confidential information.””” Even when release of
information would not be a deemed export for foreign persons from an allied
country, deemed reexports can still be an issue. Both EAR’® and ITAR” prohibit
certain deemed exports for releases to foreign nationals outside of the U.S, i.e., a
deemed reexport. If UK students or faculty legally research sensitive technology in
the U.S.,%° and the Chinese, who could not legally access this technology in the
U.S. without violating deemed exports, learn it from those UK students or faculty
while in the UK, that would be a deemed reexport. For example, “British
entrepreneur James Dyson—inventor of the bagless vacuum cleaner—warned in

"I Moolenaar et al., supra note 67; see also STAFF OF THE H. SELECT COMM. ON THE CCP & THE
ComMM. ON EDUC. AND THE WORKFORCE, 118th Cong., CCP On the Quad: How American
Taxpayers and Universities Fund the CCP’s Advanced Military and Technological Research, 49—
50 (2024) (noting the “broader trend where U.S.-educated alumni, particularly those who worked
on government-funded research, return to the PRC and are now actively funneling sensitive
technologies and expertise to the PRC’s defense and intelligence apparatus™).

72 Lucas De La Cal, Children of the Chinese political elite are no longer welcome in the United
States, EL MUNDO AM. May 30, 2025),
https://www.mundoamerica.com/news/2025/05/30/68395a32e4d4d86d068b4570.html.

73 FED. BUREAU OF INVESTIGATION, supra note 31, at 1.

74 U.S. GOV’T ACCOUNTABILITY OFF., GAO-22-105727, Enforcement Agencies Should Better
Leverage Information to Target Efforts Involving U.S. Universities, 2 (2022).

75 FED. BUREAU OF INVESTIGATION, supra note 31, at 1-2.

76 See Miller, supra note 32, at 138 (“Soviet spies also blackmailed Westerners with access to
advanced technology. At least one British employee of a UK computer company living in Moscow
died after ‘falling’ from the window of his high-rise apartment building.”).

77 Dane Schiller, FBI warns university researchers to beware of spies, FOSTER IMMIGR. SERVS.,
https://www.fosterglobal.com/blog/fbi-warns-university-researchers-to-beware-of-spies/.

7815 C.F.R. § 734.14(b) (2025) (“Any release outside of the United States of “technology” or source
code subject to the EAR to a foreign person of another country is a deemed reexport to the foreign
person's most recent country of citizenship or permanent residency.”).

722 C.F.R. § 120.51(b) (2025) (“Any release outside the United States of technical data to a foreign
person is deemed to be a reexport to all countries in which the foreign person has held or holds
citizenship or holds permanent residency.”).

8 For example, the UK, Canada, and Australia are the only three countries that the U.S. can export
items in ECCNs on the CCL that include NS Column 1 in the Country Chart column of the “License
Requirements” section. 15 C.F.R. § 742.4 (2025).


https://www.mundoamerica.com/news/2025/05/30/68395a32e4d4d86d068b4570.html
https://www.fosterglobal.com/blog/fbi-warns-university-researchers-to-beware-of-spies/
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2011 that Chinese students were stealing technological and scientific secrets from
UK universities.”8! One solution to deemed reexports is a continued push by the
U.S. government for stronger export regimes in other countries, as pursued through
the Atlantic Declaration, and, concurrently, altering the export control country
designations according to the strength of those regimes.%?

A. The China Problem

China surpasses the collection efforts of other nations by leaps and
bounds.®* Former FBI director Wray said that the FBI opens a new case to counter
Chinese intelligence operations “every twelve hours or so0,”%* and there were “1,000
investigations into China trying to steal American research data and IP”” underway
in 2019.% This paper does not have the space to document China’s laundry-list of
abuses in this area, and there is much literature on the subject already.?® However,
some facets of their strategy are worth emphasizing, namely civil-military fusion,
non-traditional collectors, and talent programs.

Civil-military fusion is what the name suggests: an intertwining of
commercial sectors, including university research, with the military.?” The strategy
is part of President Xi Jinping’s goal for the People’s Liberation Army to be a

81 OFF. OF THE NAT’L COUNTERINTELLIGENCE EXEC., Annual Report to Congress on Foreign
Economic Collection and Industrial Espionage (2011), archived at
http://www.ncix.gov/publications/reports/fecie_all/Foreign Economic_Collection 2011.pdf.

82 See David Vance Lucas & Stephen Anderson, The Evolution of National Security in the U.S. and
U.K., THE NAT’L L. REV. (Aug. 15, 2024) (“The [Atlantic Declaration] will enable each of the
countries to leverage their enforcement resources and capacities to prevent evasion and violation of
export controls.”); Gregory C. Allen & Isaac Goldston, Understanding U.S. Allies’ Current Legal
Authority to Implement Al and Semiconductor Export Controls, CTR. FOR STRATEGIC AND INT’L
STUDIES (Mar. 14, 2025), https:/csis-website-prod.s3.amazonaws.com/s3fs-public/2025-
03/250314_Allen_AI Controls.pdf?Versionld=tEDXBBOHSccmcS0c7FMO0s.E5184mrvqY.

83 See FED. BUREAU OF INVESTIGATION, supra note 31, at 2 (“China is the world’s principal infringer
of intellectual property.”); NATSEC MATTERS, Al Spies, Economic Espionage and the New Forces
Reshaping Global Intelligence: Anthony Vinci, 13:53 - 14:50 (Apple Podcasts, Oct. 29, 2025)
(““China has used an asymmetric approach to competing with America.... And a big part of that was
economic espionage. It’s stealing intellectual property and giving it to their companies. ... They have
a significant amount of economic intelligence targeted at us.”).

8 Anton Louthan, The China Initiative and Its Implications for American Universities, FOREIGN
PoL’Y RSCH. INSTITUTE (Apr. 11, 2022), https://www.fpri.org/article/2022/04/the-china-initiative-
and-its-implications-for-american-universities/.

8 FED. BUREAU OF INVESTIGATION, Summary of 2019 FBI Academia Summit,
https://www.aau.edu/sites/default/files/AAU-Files/Key-Issues/Science-Security/2019-FBI-OPS-
Academic-Summit-Summary.pdf.

8 See e.g., Daniel Rechtschaffen, How China’s Legal System Enables Intellectual Property
Theft, THE DIPLOMAT (Nov. 11, 2020), https://thediplomat.com/2020/11/how-chinas-legal-system-
enables-intellectual-property-theft/; Nicholas Yong, How China Sneaks Out America’s Technology
Secrets, BBC (Jan. 16, 2023), https://www.bbc.com/news/world-asia-china-64206950; Survey of
Chinese Espionage in the United States Since 2000, CTR. FOR STRATEGIC AND INT’L STUDIES,
https://www.csis.org/programs/strategic-technologies-program/survey-chinese-espionage-united-
states-2000.

87°U.S. DEPT. OF STATE, The Chinese Communist Party’s Military-Civil Fusion Policy, archived at
https://2017-2021 .state.gov/military-civil-fusion/.


http://www.ncix.gov/publications/reports/fecie_all/Foreign_Economic_Collection_2011.pdf
https://csis-website-prod.s3.amazonaws.com/s3fs-public/2025-03/250314_Allen_AI_Controls.pdf?VersionId=tEDXBBOHSccmcS0c7FM0s.E5184mrvqY
https://csis-website-prod.s3.amazonaws.com/s3fs-public/2025-03/250314_Allen_AI_Controls.pdf?VersionId=tEDXBBOHSccmcS0c7FM0s.E5184mrvqY
https://www.fpri.org/article/2022/04/the-china-initiative-and-its-implications-for-american-universities/
https://www.fpri.org/article/2022/04/the-china-initiative-and-its-implications-for-american-universities/
https://www.aau.edu/sites/default/files/AAU-Files/Key-Issues/Science-Security/2019-FBI-OPS-Academic-Summit-Summary.pdf
https://www.aau.edu/sites/default/files/AAU-Files/Key-Issues/Science-Security/2019-FBI-OPS-Academic-Summit-Summary.pdf
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https://www.bbc.com/news/world-asia-china-64206950
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https://2017-2021.state.gov/military-civil-fusion/
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“world class military” by 2049.%% One key aspect of civil-military fusion is its
employment of a host of information-acquisition tactics, including “investment in
private industries, talent recruitment programs, directing academic and research
collaboration to military gain, forced technology transfer, intelligence gathering,
and outright theft.”®® The CCP does not even hide this embrace of technology
transfer.”® In 2020, the Assistant Secretary of State wrote that information
concerning “cutting-edge science and its applications are what China's military-
civil fusion strategy seeks in its attempts to mine and exploit U.S. academia's open
knowledge system.”®! Despite the protective efforts of visa screening and deemed
exports, American researchers have already transferred “dual-use technologies
pivotal to China's strategic objectives, including artificial intelligence and
semiconductor research.”?

To advance their civil-military fusion goals, the PRC employs non-
traditional collectors to exploit university systems and U.S. employers.®? In his
speeches, President Xi Jinping emphasizes that “no matter where overseas Chinese
students are, they should always keep the motherland and the people in their
hearts.””* The PRC’s Ministry of State Security (“MSS”) “is in charge of civilian
intelligence collection for the PRC, ... often us[ing] ‘cooperative contacts’ located
in countries outside of the PRC.”® These ‘“cooperative contacts” are “non-
traditional” because they are international students, faculty, or employees, not

8 STAFF OF THE H. SELECT COMM. ON THE CCP & THE COMM. ON EDUC. AND THE WORKFORCE,
118th Cong., CCP On the Quad: How American Taxpayers and Universities Fund the CCP’s
Advanced Military and Technological Research, 6 (2024).

8 U.S. GOV’T ACCOUNTABILITY OFF., GAO-22-105727, Enforcement Agencies Should Better
Leverage Information to Target Efforts Involving U.S. Universities, 4 (2022).

% See, e.g., Notice on the Construction Plan of the National Technology Transfer System [[E 55

ETFNEERBAEBAREIRFERMBEL], STATE COUNCIL, Section 2(8) (Sept. 26, 2017),

www.gov.cn/zhengce/content/2017-09/26/content 5227667 .htm (“Encourage qualified universities
to establish technology transfer-related disciplines or majors and establish joint training mechanisms
with enterprises, research institutes, and scientific and technological societies.”).

%1 U.S. GOV’T ACCOUNTABILITY OFF., GAOQ-22-105727, Enforcement Agencies Should Better
Leverage Information to Target Efforts Involving U.S. Universities, 6 (2022).

92 Moolenaar et al., supra note 67.

93 See U.S. GOV’T ACCOUNTABILITY OFF., GAO-22-105727, Enforcement Agencies Should Better
Leverage Information to Target Efforts Involving U.S. Universities, 8 (2022); FED. BUREAU OF
INVESTIGATION, FED. BUREAU OF INVESTIGATION, supra note 31, at 5 (emphasizing a case where a
Chinese student who pressured a University of Michigan professor to reveal secrets about his
aerospace work had claimed that she had worked in civil institution in China when she actually went
to college for Chinese military officers).

% Xi Jinping’s Speech at the 100th Anniversary Celebration of the Western Returned Scholars
Association [ >3 FFEFRE R F = B IL100E F£ R A= £ ##H1E], THE CENT. PEOPLE’S GOV'T
OF THE PEOPLE’S REPUBLIC OF CHINA (Oct. 21, 2013), https://www.gov.cn/ldhd/2013-
10/21/content 2511441.htm (“We warmly welcome those who return to work in China; for those
who remain overseas, we support their service to the country in various ways. Everyone should
remember that no matter where you are, you are all part of the Chinese nation.”).

9 Press Release, Florida Telecommunications and Information Technology Worker Sentenced for
Conspiring to Act as Agent of Chinese Government, DEPT. OF JUST., (Nov. 25, 2024)
https://www.justice.gov/archives/opa/pr/florida-telecommunications-and-information-technology-
worker-sentenced-conspiring-act-agent.


http://www.gov.cn/zhengce/content/2017-09/26/content_5227667.htm
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members of the government or spies from a Bond movie. Beijing prioritizes
graduate and doctoral students along with faculty in science, technology,
engineering and mathematics (“STEM”) “to operate as non-traditional collectors of
intellectual property.”

China recruits these non-traditional collectors by offering “tremendous
incentives . . . to their citizens to produce or procure (by whatever means necessary)
cutting-edge research and technology.”’ They even sponsor “promising PRC
STEM students at non-PRC universities expecting their return to the PRC to fill
critical knowledge gaps.”® Beyond that, the Office of the Director of National
Intelligence notes that Chinese intelligence laws “require[] all Chinese entities to
share technology and information with military, intelligence, and security
services.”” And China will pressure legitimate students to “report valuable
information to intelligence officials often using the promise of favors or threats to
family members back home.”!% This is one reason why deemed exports, which
cordon off certain fields, may be a better control mechanism than the enhanced
visa-vetting discussed in Section B below, because the Chinese government can
circumvent increased screening and person-specific inquiries by acquiring the
information ex post through incentives, intelligence laws, or threats. '°!

China has also created state-run talent programs seeking to boost incentives
for U.S. academics to develop Chinese institutional expertise.!”? The programs
often coerce U.S. academics to include Chinese students in their research, !*> and

% DiPierro, supra note 70 (noting that “[m]ore than a fifth of Chinese students in the U.S. studied
math and computer science, roughly 17% pursued engineering and almost 13% sought degrees in
business and management.”); see also STANFORD UNIV., Export Controls: HI-B Deemed Export
Certification (updated July 7, 2025) https://doresearch.stanford.edu/resources/topics/export-
controls-h1-b-deemed-export-certification (“As you might imagine, it is rare for deemed exports to
take place at Stanford in the humanities or social sciences. In almost all instances, Stanford’s
exposure to export controlled technologies occurs predominantly in science and engineering.”).

7 FED. BUREAU OF INVESTIGATION, supra note 31, at 4.

% Anastasya Lloyd-Damnjanovic & Alexander Bowe, Overseas Chinese Students and Scholars in
China’s Drive for Innovation, STAFF OF THE U.S.-CHINA ECON. AND SEC. REV. COMM’N (Oct. 7,
2020), Overseas_Chinese Students and Scholars_in Chinas Drive for Innovation.pdf.

% U.S. GOV’T ACCOUNTABILITY OFF., GAQ-22-105727, Enforcement Agencies Should Better
Leverage Information to Target Efforts Involving U.S. Universities, 8 (2022).

100 Schiller, supra note 77.

101 This is one reason why the author believes increased enforcement and expanding deemed exports
to prohibit specific majors and areas of research for international students and faculty from the PRC
may be a smarter option than increased visa scrutiny. See Moolenaar et al., supra note 67.
(“America's student visa system has become a Trojan horse for Beijing, providing unrestricted
access to our top research institutions and posing a direct threat to our national security.”).

12 See STAFF OF THE H. SELECT COMM. ON THE CCP & THE COMM. ON EDUC. AND THE
WORKFORCE, 118th Cong., CCP On the Quad: How American Taxpayers and Universities Fund
the CCP’s Advanced Military and Technological Research, 5-5 (2024) (“[Bly 2018, the CCP had
established and implemented a wide-ranging strategy for ‘flexible talent recruitment’ to harness
both domestic and international talent and innovation resources to build a ‘national innovation
system.” This strategy is a core component of Beijing’s efforts to cultivate a ‘deep pattern of
military-civil fusion and create an integrated national strategic system and capabilities ... The PRC
claims to have recruited over 60,000 overseas experts between 2008 to 2016, including scientists,
entrepreneurs, and other professionals from various nationalities.”).

103 See id. (“Through talent program [sic], the PRC also targets U.S. academics, requiring them to
bring Chinese students into certain research environments.”).


https://doresearch.stanford.edu/resources/topics/export-controls-h1-b-deemed-export-certification
https://doresearch.stanford.edu/resources/topics/export-controls-h1-b-deemed-export-certification
https://www.uscc.gov/sites/default/files/2020-10/Overseas_Chinese_Students_and_Scholars_in_Chinas_Drive_for_Innovation.pdf
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they may incentivize U.S. employees to retain their positions in the U.S. while also
working in a Chinese university or company—maintaining access to sensitive IP.!%
All of China’s talent plans incentivize members “to steal foreign technologies
needed to advance China's national, military, and economic goals.”!%® Participating
in talent plans is not inherently illegal'% but may be if the U.S. professor does not
properly disclose their affiliation.!” Academics convicted of a deemed export
violation may be more susceptible to the lure of Chinese talent programs as they
grasp for sources of funding that have dried up or look to escape reputational
purgatory. '

There are numerous examples of the effectiveness of these talent
programs.'? For example, Chenguang Gong, an engineer at a California company,
recently pled guilty to transferring onto his personal storage devices trade secrets
meant to “detect nuclear missile launches, track ballistic and hypersonic missiles,
and to allow U.S. fighter planes to detect and evade heat-seeking missiles.”!!”

104 FED. BUREAU OF INVESTIGATION, The China Threat,
https://www.fbi.gov/investigate/counterintelligence/the-china-threat/chinese-talent-plans  (“Many
people who participate in these programs work at prominent U.S. laboratories, businesses, and
universities, including places where government research is conducted for sensitive military and
scientific projects.”).

105 7. (“China’s talent plans have successfully recruited participants around the world to work on
key programs like military technologies, nuclear energy, wind tunnel design, and advanced lasers.”);
see also Marcelo Jauregui-Volpe, U.S. Cuts to Science Create Opening for Chinese Institutions,
ASS’N OF AM. UNivs. (July 18, 2025), https://www.aau.edu/newsroom/leading-research-
universities-report/us-cuts-science-create-opening-chinese-institutions (“A study published in the
journal Proceedings of the National Academy of Sciences found that the number of scientists of
Chinese descent moving from the United States to China steadily increased between 2010 and
2021.”).

106 See STAFF OF THE H. SELECT COMM. ON THE CCP & THE COMM. ON EDUC. AND THE
WORKFORCE, 118th Cong., CCP On the Quad: How American Taxpayers and Universities Fund
the CCP’s Advanced Military and Technological Research, 61 (2024) (“There is likewise no statute
prohibiting the transfer of technology developed with the support of federal funding—including
DOD funding—to a foreign adversary country or to its military or defense affiliated entities. That
contributes to the troubling case studies above, in which federal researchers developed a
technological breakthrough or advancement based on years, sometimes more than a decade, of U.S.
research funding, and then transferred that technological expertise, advancement, or breakthrough
to the PRC and PRC defense-affiliated entities.”).

107 See FED. BUREAU OF INVESTIGATION, The China Threat,
https://www.tbi.gov/investigate/counterintelligence/the-china-threat/chinese-talent-plans (“Talent
plan participants have pleaded guilty or been convicted of offenses including: Export-control law
violations, economic espionage and theft of trade secrets, grant and tax fraud.”).

108 See Jauregui-Volpe, supra note 105 (“Chinese universities, cities, and provinces have also
initiated numerous talent recruitment programs that offer researchers and doctoral graduates from
around the world competitive salaries, research funding, and relocation support.”).

109 See e.g., STAFF OF THE H. SELECT COMM. ON THE CCP & THE COMM. ON EDUC. AND THE
WORKFORCE, 118th Cong., CCP On the Quad: How American Taxpayers and Universities Fund
the CCP’s Advanced Military and Technological Research, 16-30 (2024) (providing numerous case
studies of U.S. researchers in areas from robotics to semiconductor technology who have received
federal funding and also participated in Chinese talent programs).

110 press Release, Engineer Pleads Guilty to Stealing for Chinese Government’s Benefit Trade Secret
Technology Designed for Missile Launch and Detection, DEPT. OF JUST. (July 21, 2025),
https://www justice.gov/opa/pr/engineer-pleads-guilty-stealing-chinese-governments-benefit-
trade-secret-technology-designed.


https://www.fbi.gov/investigate/counterintelligence/the-china-threat/chinese-talent-plans
https://www.aau.edu/newsroom/leading-research-universities-report/us-cuts-science-create-opening-chinese-institutions
https://www.aau.edu/newsroom/leading-research-universities-report/us-cuts-science-create-opening-chinese-institutions
https://www.fbi.gov/investigate/counterintelligence/the-china-threat/chinese-talent-plans
https://www.justice.gov/opa/pr/engineer-pleads-guilty-stealing-chinese-governments-benefit-trade-secret-technology-designed
https://www.justice.gov/opa/pr/engineer-pleads-guilty-stealing-chinese-governments-benefit-trade-secret-technology-designed
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During his time at a U.S. military industrial company, Gong had previously applied
to numerous PRC talent programs, claiming he could develop radar systems for
missile navigation systems for the PLA, i.e., the exact product he worked on at the
U.S. company.'"! Additionally, Song Guo Zheng was an Ohio State professor who
hid his participation in the “Thousand Talents” Chinese talent program to receive
National Institute of Health (“NIH”) research funding.!'?> He then used that research
to help develop China’s expertise in those NIH-funded medical subjects.!!* As he
attempted to board a flight to China, he was arrested, carrying a briefcase containing
two laptops, three cell phones, silver bars, and several USB drives loaded with
information from the funded research.!!*

B. The Administration’s Focus on Universities

The second Trump Administration has begun scrutinizing university
security and potential gaps in technology transfer protection more closely than ever,
especially concerning China. In his first term, President Trump began this process
with the establishment of the China Initiative to prosecute Chinese spies in research
institutions.!'!> However, of the nineteen public cases in the Initiative, “fourteen of
them related to individuals failing to disclose their affiliations with Chinese
institutions.”!'® Critics noted the lack of severity of the violations for an initiative
intended to combat significant IP theft, and that many of the cases were dropped
due to insufficient evidence.'!”

In the final days of his first term, President Trump issued National Security
Memorandum 33 to “strengthen protections of United States Government-
supported Research and Development (R&D) against foreign government
interference and exploitation.”''® Section 3(a)(iii) and (a)(v), respectively, require
agencies to identify disclosures from federally-funded research “that have the
potential to negatively impact research funding, security, or integrity”” and “ensure
... effective consequences for violations of disclosure policies and for engagement
in other activities that threaten the security and integrity of the United States R&D
enterprise.”!''” Moreover, President Trump shortened visas of Chinese students in
particular fields to increase the frequency of renewal screening and suspended “the

111 Id.

112 Case Study: Fraud/Theft of Intellectual Property, CTR. FOR DEV. OF SEC. EXCELLENCE,
https://www.cdse.edu/Portals/124/Documents/casestudies/case-study-zheng.pdf.

113 1d.

114 Id

115 See Louthan, supra note 84 (demonstrating that Biden continued the program for part of his term,
convicting Harvard’s Charles Lieber, among others, “for lying to federal authorities about his
connection to the PRC’s Thousand Talents Program, a state-run talent recruitment program”).

16 14

7 Id ; Eileen Guo et al, The US crackdown on Chinese economic espionage is a mess. We have the
data to show it, MIT TECH. REV. (Dec., 2, 2021),
https://www.technologyreview.com/2021/12/02/1040656/china-initative-us-justice-department/.

118 National Security Presidential Memorandum No. 33, U.S. Government Supported Research and
Development National Security Policy (Jan. 14, 2021),
https://trumpwhitehouse.archives.gov/presidential-actions/presidential-memorandum-united-
states-government-supported-research-development-national-security-policy/.

119 Id.


https://www.cdse.edu/Portals/124/Documents/casestudies/case-study-zheng.pdf
https://www.technologyreview.com/2021/12/02/1040656/china-initative-us-justice-department/
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entry of Chinese students and researchers deemed to have links with the Chinese
military, prompting the U.S. to revoke the visas of 1,000 Chinese nationals.”!2°

In his second term, President Trump has ratcheted up the pressure on
Chinese technology transfer practices and on U.S. universities. There are three main
reasons for the Administration’s renewed focus on university security: (1) leverage
against China, in part for trade negotiations, (2) documented exploitation of
academia and its further potential to undercut U.S. technological advantage, and (3)
an ideological battle against elite universities where international students are a
massive funding source. President Trump has taken numerous actions to achieve
his objectives.

Recently, he proposed a “Compact for Academic Excellence in Higher
Education” to nine elite universities, which would ostensibly secure their federal
funding if signed.'?! Concerning international students, the Compact would do
three things: first, it would cap international enrollment at 15% of the undergraduate
population, with no one country comprising more than 5%;'?? second, it would
require screening, and subsequent denial of entry, for those with hostility towards
the U.S.;'?* and third, it would require universities to screen foreign students “on
the basis of demonstrably extraordinary talent, rather than on the basis of financial
advantage to the university.”'?* As of this writing, all the proposed universities have
declined to sign it, while some smaller colleges volunteered to take part. !>

The Administration has also had numerous battles with Harvard specifically
and used international students for leverage. In May 2025, DHS stripped Harvard
of its Student and Exchange Visitor Program certification for “fostering violence,
antisemitism, and coordinating with the Chinese Communist Party on its
campus.”'? This followed an April action, stemming from Palestine-related
protests, where the DHS Secretary, Kristi Noem, demanded that Harvard submit

120 DiPierro, supra note 70.

121 Compact for Academic Excellence in Higher Education, WASH. EXAMINER
https://www.washingtonexaminer.com/wp-content/uploads/2025/10/Compact-for-Academic-
Excellence-in-Higher-Education-10.1.pdf.

122 The Compact seems to miss the point here since international students comprise a much larger
percent of graduate students, where they are more likely to work on advanced research and
technology. See Bryan McGill & Sara Randazzo, How Colleges Stack Up Against Trump's Sweeping
'‘Compact' Demands, WALL ST. J. (Oct. 7, 2025) (noting that the graduate student population can
exceed 40% in some cases, but in 2023, international students only made up around 4% of the total
undergraduate population).

123 As described in Section A above, foreign nationals may be coerced by foreign governments once
they return, so screening those with “hostility” towards the U.S. would miss those non-traditional
collectors coerced to share information on their return. The better pathway may be deemed exports,
which cordon off areas of research and work rather than groups of people.

124 McGill & Randazzo, supra note 122,

125 Tyler Evans et al., Update on the Compact for Academic Excellence in Higher Education,
STEPTOE,  https://www.steptoe.com/en/news-publications/update-on-the-compact-for-academic-
excellence-in-higher-education.html.

126 Press Release, Harvard University Loses Student and Exchange Visitor Program Certification
for  Pro-Terrorist  Conduct, DEPT. OF HOMELAND SeEC., (May 22, 2025),
https://www.dhs.gov/news/2025/05/22/harvard-university-loses-student-and-exchange-visitor-
program-certification-pro.


https://www.washingtonexaminer.com/wp-content/uploads/2025/10/Compact-for-Academic-Excellence-in-Higher-Education-10.1.pdf
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information about any criminality or misconduct by its foreign students.!?” In a
release explaining the targeting of international students at Harvard, the White
House stated that Harvard hosted CCP paramilitary members and advanced China’s
military modernization.'?® President Trump also emphasized that President Xi’s
daughter attended Harvard, along with thousands of other mid-level and senior
bureaucrats.'?® The strategy is particularly effective at Harvard because 27 percent
of its student body, or some 6,800 attendees, in the 2024-2025 academic year was
made up of international students, who typically pay more in tuition and other costs
than U.S. students.”!3°

Marco Rubio, the Secretary of State and a notorious China hawk, has been
a vocal proponent of the strategy, stating that the U.S. would “aggressively revoke”
visas for Chinese students, “including those with connections to the Chinese
Communist Party or studying in critical fields.”!*! In trade negotiations, the U.S.
later walked that statement back, instead instituting social media screening of visa
applicants to monitor “any indications of hostility toward the citizens, culture,
government, institutions, or founding principles of the United States.”!3? The fact
that the CCP has over 100 million members, many of whom have no significant
position and accept membership solely for quality of life advancement, may be part
of the reason for walking back that position.'3? However, the State Department has
already revoked over 6,000 international student visas—primarily for offenses like
drunk driving, assault, and “support for terrorism”—the most concrete step so far

127 Press Release, Secretary Noem Terminates $2.7 Million in DHS Grants; Orders Harvard to
Prove Compliance with Foreign Student Requirements, DEPT. OF HOMELAND SEC., (Apr. 16, 2025),
https://www.dhs.gov/news/2025/04/16/secretary-noem-terminates-27-million-dhs-grants-orders-
harvard-prove-compliance.

128 THE WHITE HOUSE, Fact Sheet: President Donald J. Trump Restricts Foreign Student Visas at
Harvard University (June 4, 2025), https://www.whitehouse.gov/fact-sheets/2025/06/fact-sheet-
president-donald-j-trump-restricts-foreign-student-visas-at-harvard-university/. DHS claimed the
same in their press release: “Harvard’s leadership further facilitated, and engaged in coordinated
activity with the CCP, including hosting and training members of a CCP paramilitary group
complicit in the Uyghur genocide.” Press Release, Harvard University Loses Student and Exchange
Visitor Program Certification for Pro-Terrorist Conduct, DEPT. OF HOMELAND SEC., (May 22,
2025), https://www.dhs.gov/news/2025/05/22/harvard-university-loses-student-and-exchange-
visitor-program-certification-pro.

129 THE WHITE HOUSE, Fact Sheet: President Donald J. Trump Restricts Foreign Student Visas at
Harvard University (June 4, 2025), https://www.whitehouse.gov/fact-sheets/2025/06/fact-sheet-
president-donald-j-trump-restricts-foreign-student-visas-at-harvard-university/.

130 Lexi Cochran, Trump’s ban on Harvard foreign students may come at a hefty price to the
economy, THE HILL (May 24, 2025).

31 DiPierro, supra note 70.

132 Nadine Yousif, US resumes student visas but orders enhanced social media vetting, BBC NEWS
(June 18, 2025), https://www.bbc.com/news/articles/cgrxyx0qr7eo.

133 De La Cal, supra note 72; see also Schware v. Board of Bar Examiners, 353 U.S. 232,246 (1957)
(stating that, in the context of the domestic U.S. Communist Party, even “[a]ssuming that some
members of the Communist Party had illegal aims and engaged in illegal activities, it cannot
automatically be inferred that all members shared their evil purposes or participated in their illegal
conduct”).
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toward Secretary Rubio’s pledge to increase revocations of visas for “guests . . .
disrupting our higher education facilities.”!3*

Finally, partly echoing President Trump, Congress has also taken aim at
regulating university security. The DETERRENT Act would require universities to
disclose foreign gifts from certain countries of concern or that exceed certain
amounts, regardless of country of origin, and it would prohibit universities from
contracting with countries of concern without a waiver.!3> It is essentially a stronger
version of Section 117 of the Higher Education Act,'3® which is already on the
books but rarely enforced and requires public transparency for gifts and contracts
that exceed $250,000 in a calendar year.!3” The bill passed the House and is in
Senate committee at the time of writing.!3® Congress is also considering the
Protecting American Research and Talent Act'3® and the Safeguarding American
Education from Foreign Control Act.!4?

III. RESTRICTING INTERNATIONAL AIR TRAVEL FOR DEEMED EXPORT VIOLATORS

Even with China creatively mining U.S. companies and universities for
sensitive information, increased enforcement of deemed exports is a controversial
solution. Proponents argue that the increased enforcement could protect national
security by preventing IP theft and export of classified information.'#! Critics
suggest it could harm national security by limiting the talent pool and diversity of
ideas for projects advancing U.S. technological advantage.'*> Zhang Xiaoming, a

134 Ana Faguy, US State Department revokes 6,000 student visas, BBC NEWS (Aug. 18, 2025),
https://www.bbc.com/news/articles/cz93vznxd070.

135 DETERRENT Act, H.R. 1048, 119th Cong. (2025).

136 Biden had not enforced the act during his term, and currently, the political focus on Section 117
is centered around foreign influence from Middle Eastern nations potentially affecting antisemitism
on American campuses. See e.g., Antisemitism in Higher Education: Examining the Role of Fac.,
Funding, and Ideology: Hearings Before the Comm. on Educ. & the Workforce, 119th Cong. (2025).
137 See STAFF OF THE H. SELECT COMM. ON THE CCP & THE COMM. ON EDUC. AND THE
WORKFORCE, 118th Cong., CCP On the Quad: How American Taxpayers and Universities Fund
the CCP’s Advanced Military and Technological Research, 53 (2024) (“We also uncovered the
Department of education’s failure to open a single investigation under section 117 of the Higher
Education Act (HEA)—the single biggest enforcement tool to protect against the threats posed by
foreign adversaries.”)

138 Id. at 65-66.

139 This bill prohibits federal funding from being used to support certain research at U.S. universities
when that research is conducted in collaboration with certain foreign “covered entities” tied to
foreign adversaries. Protecting American Research and Talent Act, H.R. 5253, 119th Cong. (2025).
140 This bill was sponsored by J.D. Vance when he was a senator, and it seeks transparency through
university disclosure of all gifts and contracts received from foreign sources associated with certain
“covered nations.” Safeguarding American Education from Foreign Control Act, S. 2856, 117th
Cong. (2023).

141 See e.g Moolenaar et al., supra note 67 (asking whether there are any “restrictions on Chinese
nationals enrolling in export-controlled coursework (e.g., advanced semiconductor engineering,
quantum computing, Al, and aerospace engineering)”).

142 See FED. BUREAU OF INVESTIGATION, supra note 31, at 1 (“[T]he United States face an ever-
greater challenge to strike a sustainable balance between unrestricted sharing and sufficient security
within this education ecosystem.”); COMPUTING RSCH ASS’N, Comments on the Proposed Revision
and Clarification of Deemed Export Related Regulatory Requirements, RIN 0694-AD29, 1
https://archive.cra.org/govaffairs/blog/archives/computing_research_association.pdf (quoting
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former professor at the Baylor College of Medicine who now works in China, says
the U.S. is “shooting itself in the foot . . . Without foreigners, at least in the field of
scientific research, they can’t go on.”'#3 Students are key to U.S. tech supremacy,
with “immigrants—including many who first came to America as international
students—found[ing] almost a quarter of all new U.S. businesses, nearly one-third
of [U.S.] venture-backed companies, and half of Silicon Valley’s high-tech
startups.”!** As a result, deemed exports are a space with constant carveouts that
benefit American industries relying heavily on foreign nationals, such as
grandfathering in foreign nationals who worked at a business before controls were
promulgated.'#

Regardless of one’s position, deemed exports seem poised to burst onto the
scene as a tool of choice when considering the Trump Administration’s current
focus on both China and U.S. university security. As remarked throughout this
paper, the deemed export regime offers numerous opportunities for adjustments. !4
However, this paper does not seek to rewrite the deemed export statute'#” or to
propose a policy on the appropriate balance between border vetting and
enforcement of deemed export violations. 43

Instead, this paper explores one ex post avenue to strengthen deemed
exports: the restriction of international travel from the U.S. for those who released
information in violation of deemed exports.!* As the reader no doubt deduced, an
odd aspect of deemed export violations is that the information remains in the heads
of both the violator who released the information and whomever they released it to.

Condoleezza Rice’s statement that “[t]he key to maintaining US technological preeminence is to
encourage open and collaborative basic research. The linkage between the free exchange of ideas
and scientific innovation, prosperity, and national security is undeniable”); U.S. GOV’T
ACCOUNTABILITY OFF., GAO-22-105727, Enforcement Agencies Should Better Leverage
Information to Target Efforts Involving U.S. Universities, 1 (2022) (noting that international
students and scholars at U.S. universities help develop “some of the nation’s leading-edge civilian
and defense-related technologies”).

143 Jauregui-Volpe, supra note 105.

144 FED. BUREAU OF INVESTIGATION, supra note 31, at 1 (noting that the ‘“vast majority” of
international students “pose no threat” and benefit campus through “diversity of ideas, sought
expertise, and opportunities for cross-cultural exchange”).

145 John Barker et al., Commerce Implements Export Controls on Semiconductor, Additive
Manufacturing, and Quantum Computing Items, ARNOLD PORTER (Sep. 10, 2024),
https://www.arnoldporter.com/en/perspectives/advisories/2024/09/semiconductor-additive-
manufacturing-and-quantum-computing.

146 For example, the fundamental research exception, harmonization between ITAR and BIS on what
country they designate a foreign person part of, and increased dialogue between agencies,
universities, and employers along with increased interagency dialogue.

147 However, the paper does periodically highlight aspects the author disagrees with, thinks could
be strengthened, or are controversial, often in footnotes.

148 Deemed exports may be able to provide a medium between denial or free entry by deterring,
through public enforcement actions, non-traditional collectors while continuing to promote the open
education model that spurs innovation. However, making that judgment and argument in full form
would requires a book, not a paper, and it would be based largely on opinion.

199 See Hernandez v. Mesa, 140 S. Ct. 735, 746 (2020) (“One of the ways in which the Executive
protects this country is by attempting to control the movement of people and goods across the border,
and that is a daunting task.”).
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Without the device from Men in Black, it will stay there.!* Statutory debarment,
supervised release after jail time for criminal violations, and revocation of export
privileges, as described in Section I, demonstrate an identified need for continued
restrictions post-violation, and an international travel restriction would be another
ancillary facet.'>!' The analysis of restricting international travel for people located
in the U.S. convicted of a deemed export violation must necessarily be bifurcated
since persons involved in deemed export violations can be both American citizens
and foreign nationals. This paper only addresses the legality of potential restrictions
for American citizens.

For American citizens found guilty of releasing controlled information or
technology to foreign nationals in the U.S., reputational purgatory, talent programs,
and other incentives from foreign adversaries may cause them to move or travel
abroad with that sensitive information after their sentence is over or immediately
after paying a fine.!*? Since the information may still be sensitive and these persons
have a demonstrated propensity to share it, the U.S. government could restrict their
international travel through passport administration. !>3

150 For example, although no information exists as to what Professor Roth did after his period of jail
time and supervised release, his reputation and funding source was gone in the U.S., so it is not a
leap to imagine him going to make plasma actuators for drones for the People’s Liberation Army
rather than the U.S. Air Force.

151 Such a physical restriction would need to be paired with electronic monitoring since an email to
a foreign national abroad could serve the same purpose as international travel. See Press Release,
Florida Telecommunications and Information Technology Worker Sentenced for Conspiring to Act
as  Agent of Chinese  Government, DEPT. OF JusT., (Nov. 25, 2024)
https://www.justice.gov/archives/opa/pr/florida-telecommunications-and-information-technology-
worker-sentenced-conspiring-act-agent (“Li used a variety of anonymous online accounts for the
purpose of communicating with the MSS, and traveled to the PRC to meet with the MSS.”)
(emphasis added). The implementation and legality of such electronic monitoring is the subject for
another paper. Although it may be argued that restricting foreign travel will not limit the export of
the information through electronic sources, perfect cannot be the enemy of good. The Court has
recognized that restricting international travel, “although perhaps not certain to prevent all of [the]
harmful activities, is the only avenue open to the Government to limit these activities.” Haig v. Agee,
453 U.S. 280, 308 (1981). The government should likely pair electronic monitoring and location
monitoring with the international restrictions, but restricting foreign travel is a good place to begin.
152 See Jauregui-Volpe, supra note 105 (“China has been particularly successful in recruiting U.S.
scientists of Chinese descent. In the past few years, researchers of Asian heritage have reported
being subject to discriminatory racial profiling in the United States as a result of government
programs seeking to crack down on Chinese espionage and theft of trade secrets from U.S. research
labs ... Given the State Department’s announcement that it will ‘aggressively revoke visas for
Chinese students’ and review future visa applications from China with more scrutiny, some
researchers warn that this trend will continue.”).

153 Passport administration is only one possible mechanism. See Jeffrey Kahn, International Travel
and the Constitution, 56 UCLA L. Rev. 271, 273 (2008) (“The addition of a name to the No Fly List
is the digital equivalent of ripping up a passport; the international traveler is effectively prevented
from departing from or returning to the United States.”); Bart Elias, CONG. RSCH. SERV., R45618,
Aviation Security Measures and Domestic Terrorism Threats (2021),
https://www.congress.gov/crs-product/[F11731 (stating that the FBI last released information on
their aviation lists in 2011, at which time the No-Fly list consisted of about 16,000 identities, fewer
than 500 being U.S. persons. However, “[a]ccording to press reports, about 1.2 million people were
on the watchlist in 2017, including about 4,600 American citizens.”); infra note 196 (explaining the
International Economic Emergency Powers Act as an alternative mechanism); Probation and
Supervised Release Conditions: Leaving the Judicial District, U.S. COURTS, Chap. 2


https://www.justice.gov/archives/opa/pr/florida-telecommunications-and-information-technology-worker-sentenced-conspiring-act-agent
https://www.justice.gov/archives/opa/pr/florida-telecommunications-and-information-technology-worker-sentenced-conspiring-act-agent
https://www.congress.gov/crs-product/IF11731
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Americans do have a right to travel, which results in numerous benefits,
including “[s]tudents equip[ping] themselves for more fruitful careers in the United
States by instruction in foreign universities.”'>* For this paper’s purposes, the
authority to restrict the right of international travel through discretionary passport
administration rests largely in the Passport Act of 1926, now codified at 22 U.S.C.
§ 211, as well as Haig v. Agee, 453 U.S. 280 (1981), a case confirming the Secretary
of State’s ability to withhold or revoke passports in the interest of national security,
and Section 215 of the Act of June 27, 1952, now codified at 8 U.S.C. § 1185. The
line of cases leading to Haig informs the contours of the right to travel
internationally versus domestically, the statutes that may legally inhibit such travel,
and the passport power.

Although one of the passport’s “crucial function[s] today is control over
exit,” that was not historically the case.!>® “Freedom of movement across frontiers
in either direction . . . was a part of [U.S.] heritage.”'>® The American writer
Nathaniel Hawthorne said: “Sitting . . . in the gateway between the Old World and
the New, where the steamers and packets landed the great part of our wandering
countrymen, and received them again when their wanderings were done, [ saw that
no people on earth have such vagabond habits as ours.”!>’ The first known use of
passports for restriction of travel rather than identification was in the War of 1812,
where the government required a passport to “cross the frontier into enemy
territory.”!>® The Act of May 22, 1918, required a passport to enter and leave the
U.S. during World War I and was subsequently amended to be invoked for World

https://www.uscourts.gov/about-federal-courts/probation-and-pretrial-services/post-conviction-
supervision/overview-probation-and-supervised-release-conditions/chapter-2-leaving-judicial-
district-probation-and-supervised (noting that supervised release under 18 U.S.C. § 3563(b)(14)
allows the court to require that the defendant “remain within the jurisdiction of the court, unless
granted permission to leave by the court or a probation officer”).

154 Kent v. Dulles, 357 U.S. 116, 126 (1958) (citing for support a piece by Francis J. Colligan, a
State Department official who was one of the major proponents of the Fulbright program, which
aimed to bolster this international exchange of information).

155 Id. at 129; see Renee L. Bowser, New Tension between the Right to Travel Abroad and National
Security Interests: The Passport Case, Haig v. Agee, 13 N.C. Cent. L. Rev. 267, 270 (1982)
https://archives.law.nccu.edu/ncclr/vol13/iss2/7 (“The Court relegated to a footnote the fact that the
passport now controls a citizen's lawful departure for travel beyond the western hemisphere and
subsequent reentry, even in non-emergency peacetime.”).

136 Kent, 357 U.S. at 126; see also Magna Carta, 1215, NAT'L ARCHIVES,
https://www.nationalarchives.gov.uk/education/resources/magna-carta/british-library-magna-
carta-1215-runnymede/ (“It shall be lawful to anyone . . . to leave our kingdom and to return, safely
and secure by land or by water.”); Noah Smith-Drelich, The Forgotten Fundamental Right to Free
Movement, 119 Nw. U. L. Rev. 811, 824 (2025) (“England’s accommodating view toward
emigration may explain the relative success of the English-American colonial enterprise itself.
France did not have nearly so liberal of an emigration policy, and by 1660, New France consequently
only had 2,000 inhabitants ‘when 85,000 white inhabitants of New England were reaching political
and economic maturity.’”).

157 Maehr v. United States Dep't of State, 5 F.4th 1100, 111011 (10th Cir. 2021).

158 Kent, 357 U.S. at 122-23.


https://www.uscourts.gov/about-federal-courts/probation-and-pretrial-services/post-conviction-supervision/overview-probation-and-supervised-release-conditions/chapter-2-leaving-judicial-district-probation-and-supervised
https://www.uscourts.gov/about-federal-courts/probation-and-pretrial-services/post-conviction-supervision/overview-probation-and-supervised-release-conditions/chapter-2-leaving-judicial-district-probation-and-supervised
https://www.uscourts.gov/about-federal-courts/probation-and-pretrial-services/post-conviction-supervision/overview-probation-and-supervised-release-conditions/chapter-2-leaving-judicial-district-probation-and-supervised
https://www.nationalarchives.gov.uk/education/resources/magna-carta/british-library-magna-carta-1215-runnymede/
https://www.nationalarchives.gov.uk/education/resources/magna-carta/british-library-magna-carta-1215-runnymede/
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War I1.15% Apart from these, and a few other minor exceptions during times of war,
not having a passport did not affect the right to travel.

Then, Section 215 of the Act of June 27, 1952 significantly boosted the
importance of the discretion that the Passport Act of 1926 gave the Secretary of
State over passport administration.'® Section 215 was the first general statute
requiring a passport for entering or leaving the U.S.'®! It read, and still reads, that
it is “unlawful for any citizen of the United States to depart from or enter, or attempt
to depart from or enter, the United States unless he bears a valid passport.”!6?
Challenges followed, beginning the line that led to Haig.'%

In 1958, the Court clarified, in Kent v. Dulles, the discretion that the
Passport Act of 1926 afforded to the Secretary of State to carry out the requirements
of Section 215.'%* The Secretary of State had used that discretion to refuse a
passport to two alleged Communist Party members. !9 The Court stated that “[t]he
right to travel is a part of the ‘liberty’ of which the citizen cannot be deprived
without the due process of law under the Fifth Amendment.”'® Regulation of the
right must therefore be through “the law-making function of Congress.”!®’
Therefore, although the Court accepts that the Secretary of State has discretion due
to the Passport Act of 1926 and the history of Congressional acquiescence in this
area,'%® the Secretary can only exercise that discretion when Congress gives a clear
statutory authorization.'®’

Six years later in Aptheker v. Sec'y of State, 378 U.S. 500 (1964), the Court
addressed the constitutionality of the clear statutory authorization found in the

159 Id. at 124; see also Haig v. Agee, 453 U.S. 280, 297 (1981) (stating that the principal reason for
the 1918 statute was fear that “renegade Americans” would travel abroad and engage in
“transference of important military information” to persons not entitled to it).

16022 U.S.C. § 211a (2022) (“The Secretary of State may grant and issue passports.”).

161 Kent, 357 U.S. at 122.

1028 U.S.C. § 1185 (2022); Kent, 357 U.S. at 121-22.

163 Discretion before these cases was largely based on the whims and moral compass of Mrs. Shipley,
chief of the State Department's Passport Division from 1928 to 1955 who apparently reviewed every
application personally despite having a 90 person staff. As just one example, Mrs. Shipley denied
passports for months for Eleanor Dulles’ kids to join her in post-war Austria because she felt it was
no place for children. FDR termed her his “wonderful ogre.” See Kahn, supra note 153, at 318-20;
Jeffrey Kahn, The Extraordinary Mrs. Shipley: How the United States Controlled International
Travel Before the Age of Terrorism, 43 Conn. L. Rev. 819 (2011).

164 Kent, 357 U.S. at 123.

165 Id. at 117-18; see also Kahn, supra note 153, at, 272-73 (“What do Justice William 0. Douglas,
W.E.B. DuBois, and Arthur Miller have in common? Each was denied a passport on the grounds
that his travel abroad was, in the official parlance of the 1950s, ‘not in the interests of the United
States.’”).

166 Kent, 357 U.S. at 125.

167 Id. at 129 (citing Youngstown Sheet & Tube Co. v. Sawyer, 343 U.S. 579 (1952)).

168 Id. at 124 (“Under the 1926 Act and its predecessor a large body of precedents grew up which
repeat over and again that the issuance of passports is ‘a discretionary act’ on the part of the
Secretary of State.”); see also Bowser, supra note 155, at 271 (“The Court found that Congress
neither disavowed prior executive policy nor denounced any of the Secretary's refusals of
revocations at the time it passed the 1926 Act.3° It therefore held that Congress' passage of the
Passport Act meant implicit delegation of lawmaking power to the executive consistent with that
branch's interpretation of that power.”)

169 Kent, 357 U.S. at 129 (1958).
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Subversive Activities Control Act, which denied registered Communists the ability
to apply for, renew, or use a U.S. passport.!’® Although the Secretary of State had
discretion to deny passports under this clear statutory authority, the Court held that
the Act “too broadly and indiscriminately restricts the right to travel and thereby
abridges the liberty guaranteed by the Fifth Amendment.”!”! Congress had “within
its power less drastic means” to achieve the desired outcome than broadly
restricting the right to travel.!”?

In 1869, Attorney General Hoar!”® had said that in certain times it may be
“most inexpedient for the public interests for this country to grant a passport to a
citizen of the United States.”'’* Yet in neither Kent nor Aptheker did the Court truly
implicate national security in their decision. President Eisenhower set the stage for
this to change, sending a missive to Congress after Kent that said “[a]ny limitations
on the right to travel can only be tolerated in terms of overriding requirements of
our national security.”!”

Although the Court did not agree with Eisenhower that national security
was the only instance where limitations on the right to travel are acceptable, it did
later find that a country-restriction on travel to Cuba during the Cuban missile crisis
was “supported by the weightiest considerations of national security,” and that
“Congress—in giving the Executive authority over matters of foreign affairs—must
of necessity paint with a brush broader than that it customarily wields in domestic
areas.”'’® And more than a decade later, the Court said more explicitly that “the
right of international travel is subordinate to national security and foreign policy
considerations.”!”’

The case that fully denotes the balance between the right to travel and
national security and continues to control today is Haig v. Agee, 453 U.S. 280
(1981).!78 Agee, a former CIA operative, intended to continue overseas activities
that exposed classified information, including the identities of CIA agents.!” The

170 Aptheker v. Sec'y of State, 378 U.S. 500, 502 (1964).

71 Id. at 505.

172 Id. at 512.

173 Hoar was nominated for a seat on the Supreme Court by President Grant, but the Senate did not
confirm him because of his suggestion to fill federal judgeships through merit rather than patronage,
leading him to resign from his attorney general position after only one year. Biography of Ebenezer
R. Hoar, BRITANNICA https://www.britannica.com/biography/Ebenezer-R-Hoar.

174 Kent, 357 U.S. at 140 (Clark, J., dissenting).

175 Aptheker, 378 U.S. at 514.

176 Zemel v. Rusk, 381 U.S. 1, 16, 17 (1965); see also United States v. Curtiss-Wright Export Corp.,
299 U.S. 304 (1936) (espousing deference to the executive in foreign policy and national security
Bowser, supra note 155, at 272 (“[T]he Court upheld the Secretary's refusal to issue passports for
travel to Cuba as the sort of refusal implicitly approved by Congress.”).

77 Califano v. Aznavorian, 439 U.S. 170, 176 (1978).

178 See Bowser, supra note 155, at 272 (“The Court, however, could find very few instances in which
the Secretary refused or revoked passports for reasons of foreign policy or national security under
the provisions in the 1952, 1956, and 1966 regulations.”).

17 Haig v., 453 U.S. at 285 (“In 1974, Agee called a press conference in London to announce his
‘campaign to fight the United States CIA wherever it is operating.” He declared his intent ‘to expose
CIA officers and agents and to take the measures necessary to drive them out of the countries where
they are operating.’”); see also Kahn, supra note 153, at n.195 (“Agee made good on his threat,


https://www.britannica.com/biography/Ebenezer-R-Hoar
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Secretary of State therefore revoked his passport using 22 C.F.R. § 51.70(b)(4),
now located at 22 C.F.R. § 51.60(c)(4), which authorizes revocation when “[t]he
Secretary determines that the national’s activities abroad are causing or are likely
to cause serious damage to the national security or the foreign policy of the United
States.”!80

The Court in Haig also distinguished the right to travel domestically versus
internationally, holding that the right of international travel is only an aspect of the
“liberty” protected by the Fifth Amendment, not like the fundamental right to travel
domestically.'®! And since “no governmental interest is more compelling than the
security of the Nation,” the freedom to travel internationally “is subordinate to
national security and foreign policy considerations; as such, it is subject to
reasonable governmental regulation.”!8? Importantly for the thrust of this paper, the
Court said that the “security of the Nation” includes the “the secrecy of information
important to our national security.”!8? Unlike in Kent, where the Secretary tried to
limit movement based on beliefs, here Agee’s conduct, not just belief, presented a
danger to US national security, and the regulation was reasonable given the weighty
considerations of national security.'%*

That line of reasoning has stood the test of time. In 2000, the Second Circuit
upheld the denial of a passport to a man substantially in arrears on his child support
because the right to travel internationally is not a fundamental right and those
behind on their child support payments are not a suspect class.'®> In 2021, the Tenth
Circuit clarified where the law rested: “the rule the Supreme Court has both
announced and remained faithful to is as follows: substantial restrictions on
international travel must advance a ‘legitimate and substantial’ interest and must
not sweep much more broadly than necessary.”'8 The court notes that national
security considerations are considered the “weightiest” and the “most compelling”

publishing lists of hundreds of assertedly CIA personnel. The deaths of several CIA operatives
overseas were attributed to Agee's ‘thinly-veiled invitations to violence.’”).

180 Haig, 453 U.S. at 299-300; see Bowser, supra note 155, at 269 (“Agee's attorney conceded that
Agee's activities had been or were likely to be detrimental to national security.”).

181 Haig, 453 U.S. at 302, 307 (noting in support that the Secretary of State has restricted movement
for a member of Congress supporting the overthrow of the Greece government, for a man who
supplied arms to adversaries abroad, and to two people wanting to travel to the site of an
international airplane hijacking); see also Crandall v. State of Nevada, 73 U.S. 35 (1867) (finding
inherent right to travel in citizenship); Shapiro v. Thompson, 394 U.S. 618, 629 (1969) (stating that
“the nature of our Federal Union and our constitutional concepts of personal liberty unite to require
that all citizens be free to travel throughout the length and breadth of our land uninhibited by statutes,
rules, or regulations which unreasonably burden or restrict this movement”).

182 Haig, 453 U.S. at 306, 309-10 (also stating the common refrain that the Constitution “is not a
suicide pact”); see also Kahn, supra note 153, at 310-11 (2008) (“The Supreme Court has frequently
accepted with relatively little scrutiny the political branches' assertion that restrictions on travel were
necessary to protect national security.”); Bowser, supra note 155, at 273 (“In the Court's view, the
government's ‘obvious and unarguable’ compelling interest in the security of the nation was
sufficient to defeat Agee's right to international travel, which was ‘no more than an aspect of the
liberty' to be ‘regulated within the bounds of due process.’”).

183 Haig, 453 U.S. at 306-07.

184 Id. at 305-06.

185 Weinstein v. Albright, 261 F.3d 127, 140 (2d Cir. 2001).

136 Maehr v. United States Dep't of State, 5 F.4th 1100, 1115 (10th Cir. 2021).
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of interests, giving some more flexibility in how narrowly tailored the restrictions
need to be.!'¥

Since the language of Section 215 of the Act of June 27, 195288 and 22
C.F.R. § 51.70(b)(4)'* have persisted, the U.S. government could legally limit the
international travel of deemed export violators by withholding or revoking their
passports. The illegal exports of controlled technical data, technology, and source
code certainly can “cause serious damage to the national security or foreign policy
of the United States.”'® And these ex-post restrictions for deemed export violations
would be key tools to protect “the secrecy of information important to our national
security” from traditional and non-traditional collectors.'*!

Moreover, even putting aside the national security hook, the Court in both
Haig and Kent recognized congressional acquiescence to long-held policies of
refusing passports in times of peace to person participating “in illegal conduct,
trying to escape the toils of the law, promoting passport frauds, or otherwise
engaging in conduct which would violate the laws of the United States.”!? Kent
also notes that the Secretary of State has discretion when there are questions of
allegiance to the United States.!®> And unlike in Kent and Aptheker, the U.S.
government is not “dealing here with citizens who have neither been accused of
crimes nor found guilty [and who] are being denied their freedom of movement
solely because of their refusal to be subjected to inquiry into their beliefs and
associations.”!®* Instead, these violators are engaged in conduct which would
violate ECRA or AECA, giving the Secretary of State discretion to withhold or
revoke passports even outside of the clear national security analog in Haig,
especially for those touting questionable allegiances by transferring sensitive
information to foreign adversaries.'*>

187 Id. at 1114-15.

1888 U.S.C. § 1185 (2022).

18922 C.F.R. § 51.60(c)(4) (2025).

190 1d.; Haig, 453 U.S. at 299-300.

! Haig, 453 U.S. at 307.

192 Id. at 290 (quoting Kent, 357 U.S. at 127).

193 Kent, 357 at 127 (stating the language from what is now 22 U.S.C. § 212: “No passport shall be
granted or issued to or verified for any other persons than those owing allegiance, whether citizens
or not, to the United States.”).

194 Id. at 130.

195 Additionally, these restrictions would likely be viable under international law. Article 13 of the
Universal Declaration of Human Rights says “[e]veryone has the right to leave any country,
including his own, and to return to his country.” But Article 12 of the International Covenant on
Civil and Political Rights incorporates this right into treaty law with the exception that "[t]he above-
mentioned rights shall not be subject to any restrictions except those provided by law, are necessary
to protect national security ...." (emphasis added). Therefore, necessary and proportional
restrictions for national security are okay as long they are not based on “race, color, sex, language,
religion, political or other opinion, national or social origin....” Amy Slipowitz et al., No Way In or
Out: Authoritarian Controls on the Freedom of Movement, FREEDOM HOUSE (2024),
https://freedomhouse.org/report/transnational-repression/2024/no-way-or-out-authoritarian-
controls-freedom-movement.


https://freedomhouse.org/report/transnational-repression/2024/no-way-or-out-authoritarian-controls-freedom-movement
https://freedomhouse.org/report/transnational-repression/2024/no-way-or-out-authoritarian-controls-freedom-movement
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In practice, the international travel restriction could be implemented in
numerous ways.'?® BIS or DDTC can make recommendations based on deemed
export violations to the Secretary of State to revoke or deny applications for
passports. The Secretary could do so using 22 U.S.C. § 211 as the basis for having
discretion in administering passports, 8§ U.S.C. § 1145 as the basis for using
passports to control ingress and egress, and 22 C.F.R. § 51.60(c)(4) as the basis for
revoking passports when actions cause “serious damage to the national security” of
the U.S. Alternatively, Congress could add the potential for revocation and denial
of passports to the penalty sections of ECRA and AECA. This would still need to
go through the Secretary of State because 22 U.S.C. § 211 grants the Secretary
authority over passport administration. And as held in Kent, the penalty provision
must be clear since it would infringe on the right to travel.!®’

Although such discretionary decisions concerning restricting international
travel for national security purposes are “so exclusively entrusted to the political
branches . . . as to be largely immune from judicial inquiry or interference,”!*® there
are still a few notable limits.!®® First, in Kent, the Court required a clear statutory
authorization from Congress for the Secretary of State to exercise discretion
affecting the right to international travel.?” As Haig conveys, 22 C.F.R. §
51.60(c)(4), with the authority of 8§ U.S.C. §§ 1104, 1185, satisfies that
requirement.?’! The Secretary of State could easily assert that deemed export
violations which have the potential to lead to export of sensitive information “are
causing or are likely to cause serious damage to the national security or the foreign

19 Another possible means of restriction not explored in this paper is through IEEPA. Once the
President declares an emergency, which courts afford substantial deference to, they have the power
to regulate or prohibit exports and transactions relating to property in which a foreign country or
person has interest. For example, in 1986, an executive order prohibited, inter alia, most exports to
Libya due to terrorism concerns. Such an order can cover international travel because travelers are
exporting currency, as evidenced by the Zemel court upholding the travel ban to Cuba. See also
Aptheker v. Sec'y of State, 378 U.S. 500, 518 (1964) (“Congress has, in my judgment, broad powers
to regulate the issuance of passports under its specific power to regulate commerce with foreign
nations.”) (Black, J., concurring). It would be even more clear if those persons had sensitive
information and therefore were exporting that information when they internationally travelled.
Although IEEPA’s powers are likely to suffer a slight pullback with the Supreme Court’s upcoming
tariffs ruling, the powers contained and the ability to act without investigation means that it remains
a powerful tool. See Christopher Casey et al., CONG. RSCH. SERV., R45618, The International
Emergency  Economic  Powers  Act:  Origins,  Evolution, and  Use  (2025),
https://www.congress.gov/crs-product/R45618.

197 Kent, 357 U.S. at 129.

198 Haig, 453 U.S. at 292; see Bowser, supra note 155, at 270 (“The Court concluded that in the
realm of foreign policy and national security, Congress did not intend to scrutinize the particularities
of the Executive's activity because of the highly complex and changing problems involved in
international relations.”).

19 This includes procedural due process, which is accounted for in 22 C.F.R. § 51.70 (2025) (stating
that someone who has their passport application denied or revoked due to national security “may
request a hearing to review the basis for the denial, revocation, or cancellation, provided that
the Department receives such a request, in writing, from such person or his or her attorney within
60 days of his or her receipt of the notice of the denial, revocation, or cancellation”).

200 Kent, 357 U.S. at 129.

2! Haig, 453 U.S. at 292.


https://www.congress.gov/crs-product/R45618
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policy of the United States.”?’? Alternatively, Congress could supplement the
penalties sections of ECRA and AECA with language that explicitly allowed the
Secretary of State to impose travel restrictions for deemed export violations,
meaning 22 C.F.R. § 51.60(c)(4) would not need to be used.

Second, the Court in Aptheker struck down the statutory authorization, in
part, because it was too sweeping.”®* Haig, in contrast, found that what is now 22
C.FR. § 51.60(c)(4) is narrowly tailored, at least in the context of the most
compelling interest, national security.?’* However, the consequences of applying
the rule to all international travel of deemed export violators may be too far-
reaching in practice. For example, it is one thing to ban a university professor from
lecturing in China and another to ban them from visiting a sick grandmother in
Italy. On the other hand, a court may see the practical hurdles to allowing some
international travel but not others. Would the Italian authorities monitor the violator
there, and would the U.S. government expend resources for continued monitoring
there? There is no easy answer, but the government must keep in mind that “[e]ven
though the governmental purpose be legitimate and substantial, that purpose cannot
be pursued by means that broadly stifle fundamental personal liberties when the
end can be more narrowly achieved.”?%

However, allowing certain travel for these persons to places other than
China may also build a case that the real focus is simply restricting travel to China.
In that case, the government must also keep in mind 22 U.S.C. § 211a, which limits
geographical passport restriction:

Unless authorized by law, a passport may not be designated as
restricted for travel to or for use in any country other than a country
with which the United States is at war, where armed hostilities are
in progress, or where there is imminent danger to the public health
or the physical safety of United States travelers.

Critics of increased deemed export enforcement could cite President Trump and
Secretary Rubio’s comments regarding Chinese students to make a case that this is
a geographical restriction. However, although the focus may rest on China because
it is the primary abuser of technology transfer, this restriction turns on the conduct
of committing a deemed export violation, not geography, and deemed export
violators are not a protected class.?®® Therefore, unless travel restrictions for
violators were selective, no real issues are likely under § 211a.

20222 C.F.R. § 51.60(c)(4) (2025).

203 Aptheker, 378 U.S. at 511-12 (“Under the statute it is a crime for a notified member of a
registered organization to apply for a passport to travel abroad to visit a sick relative, to receive
medical treatment, or for any other wholly innocent purpose.”).

204 Haig, 453 U.S. at 308 (stating that revoking the passport, “although perhaps not certain to prevent
all of [the] harmful activities, is the only avenue open to the Government to limit these activities™);
see also Maehr, 5 F.4th at 1115 (“In both [Zemel and Haig], the opinions paid heed to the strength
of the governmental interest and the tailoring of means to ends that Aptheker requires.”).

205 Aptheker, 378 U.S. at 508.

206 See Weinstein v. Albright, 261 F.3d 127, 140 (2d Cir. 2001) (“[TThe class of persons to which
plaintiff belongs, those who are denied passports because they have been certified as owing more
than $5000 in past due child support, is clearly not a suspect class. Therefore, plaintiff's equal
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The third limit is imposing a sunset provision for the restriction on the
individual’s right to travel. This limit is practical and might also implicate the
narrow tailoring required by Aptheker. Once the Secretary of State determines,
through recommendations from BIS or DDTC, depending on the regulation
violated, that the U.S. person no longer has access to controlled information, the
restriction could be lifted. This would be both a technical and policy judgment that
the technology at issue has advanced past the point where the person had previously
been on the cutting-edge.?’” At that point, if they want to go aid a country
committing a genocide?*® and funding human rights abuses globally,?? they may
do so without the benefit of bringing coveted controlled information or technology
with them.

CONCLUSION

As the U.S. started to pull ahead of the Soviet Union in semiconductors in
the *70s and ’80s, the Soviets adopted a “copy it” strategy that relied heavily on
technology transfer; “[i]t took time for the West to realize the scale of the theft.”?!°
Today, there is relatively ubiquitous awareness of China’s profuse technology
transfer, but it has not prompted an adequate response. Thus, the U.S. may be only
a few years from a Chinese Sputnik event. With the renewed focus on technology
transfer in the second Trump Administration, deemed export enforcement seems
poised to expand, yet punishments need to be effective at containing sensitive
information, not just act as stopgaps or signaling mechanisms. The international
travel restriction explored here is not the whole solution, but because of the
complexity of the issue, it may be necessary to adopt numerous ancillary
mechanisms to create effective, long-term deemed export enforcement. Of course,
restrictions must be balanced with the individual rights of U.S. citizens. The right
of international travel is tied up in the liberty granted in the Fifth Amendment but
is not a fundamental right, and courts have therefore held that national security

protection challenge to the regulations will be rejected as long as the classification created therein
‘rationally further[s] a legitimate state interest.””).

207 See Mackenzie Hawkins, White House Asks Congress to Reject Bill Curbing Nvidia Exports,
BLOOMBERG LAaw (Now. 20, 2025),
https://news.bloomberglaw.com/product/blaw/bloomberglawnews/exp (quoting the Secretary of the
Treasury, Bessent, discussing the notion that what is considered cutting-edge technology, at least
for semiconductors, quickly changes).

28 E g, Lindsay Maizland, China’s Repression of Uyghurs in Xinjiang, COUNCIL ON FOREIGN RELS.
(2025), https://www.cfr.org/backgrounder/china-xinjiang-uyghurs-muslims-repression-genocide-
human-rights.

29 E.g., China's Influence on the Global Human Rights System, HUMAN RIGHTS WATCH (Sep. 14,
2020), https://www.hrw.org/news/2020/09/14/chinas-influence-global-human-rights-system; Sam
Ellefson, New UN report highlights China’s alleged targeting of human rights activists, INT’L
CONSORTIUM OF INVESTIGATIVE JOURNALISTS (2025), https://www.icij.org/investigations/china-
targets/new-un-report-highlights-chinas-alleged-targeting-of-human-rights-activists/.

210 See Miller, supra note 32, at 138 (Scribner, 2022) (“When Soviet Agents visited foreign research
labs, befriended executives, and tried to siphon the secrets of foreign industry, it looked as if they
were simply conducting their ‘day job’ as foreign trade officials ... The Reagan administration
responded by launching Operation Exodus, which tightened customs checks on advanced
technology. By 1985, the program had seized around $600 million worth of goods and resulted in
around one thousand arrests.”).


https://news.bloomberglaw.com/product/blaw/bloomberglawnews/exp/eyJpZCI6IjAwMDAwMTlhLTlmNTctZGI4My1hYjllLWJmZmY1MjM5MDAwMyIsImN0eHQiOiJJVE5XIiwidXVpZCI6IjVNSEZIVE9sblB1c0V1WnhaclZSTHc9PU5tdG84VHB4aXlhekhOTlgreS9Pa3c9PSIsInRpbWUiOiIxNzYzNjQyMTcyMTc3Iiwic2lnIjoib2tqQkRCQjJYbVdvUE1Wc1E4QnNySWpIRzE4PSIsInYiOiIxIn0=?source=newsletter&item=read-text&region=digest&channel=international-trade
https://www.cfr.org/backgrounder/china-xinjiang-uyghurs-muslims-repression-genocide-human-rights
https://www.cfr.org/backgrounder/china-xinjiang-uyghurs-muslims-repression-genocide-human-rights
https://www.hrw.org/news/2020/09/14/chinas-influence-global-human-rights-system
https://www.icij.org/investigations/china-targets/new-un-report-highlights-chinas-alleged-targeting-of-human-rights-activists/
https://www.icij.org/investigations/china-targets/new-un-report-highlights-chinas-alleged-targeting-of-human-rights-activists/
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justifications can sanction certain restrictions of international travel.?!'! When
professors and employers release sensitive information to certain foreign nationals
in the U.S.—and those persons subsequently travel internationally with it—there is
a national security justification for legally restricting that travel.

U See e.g., Haig, 453 U.S. 280; Maehr, 5 F.4th 1100; Califano, 439 U.S. 170; Zemel, 381 U.S. 1.
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