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Statement of Problem
The U.S. Department of Homeland Security’s (DHS) Personal Identification Systems
Thrust Area focuses on developing an “accurate, contactless, near real-time capability to
identify known threats…through effective, interoperable multi-biometrics capabilities” (DHS
Web site, 2009). A robust ability to accurately identify people from video under a variety of
real-world conditions is an important capability in this context because it is potentially one of
the most accurate and widely deployable technologies that requires neither contact nor
consent.
Face recognition from still images is one of the leading image-based biometrics. In
applications where illumination and view angle are highly controlled and image resolution is
high, recognition rates for the leading still image systems is very high. The best performing
software in the 2006 Face Recognition Vendor Test (FRVT) achieved a false accept rate
(FAR) of 0.01 at a false reject rate of 0.001 (Phillips et al., 2007).
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Despite the high performance of still image systems in controlled conditions, performance
can drop quite rapidly as variation in view angle, illumination, occlusion, or viewing distance
increases, or as image resolution decreases. Heo, Abidi, Paik, and Abidi (2003) showed that
identification rates for FaceIt, the best performing software from the 2002 FRVT, and one of
the best performers in the 2006 FRVT, dropped below 60% when illumination or view angle
was varied, and dropped as low as 0% when viewing distance was increased from 3 ft. to
between 9 ft. and 12 ft. Arandjelović and Cipolla (2006) also ran experiments with large
variations in view angle and illumination and found that FaceIt achieved an identification rate of
only 64%. Recent research by Singh, Vatsa, and Noore (2009) also indicate that plastic
surgery can seriously degrade recognition rates. In several experiments using pre- and
post-surgery images, the authors found post-surgery recognition rates of 10.6% to 38.8%,
depending on the extent of surgery.
Maintaining high verification and identification rates when there is significant variation in
illumination, view angle, degree of occlusion (eyeglasses, scarves, beards, etc.), surgical
alteration, or viewing distance continues to present challenges to building truly robust personidentification systems that operate well in less controlled imaging conditions. This brief will
investigate the advantages of using multimodal systems to improve accuracy and robustness
of video-based biometric identification systems.

Background
Many approaches, including automatic face recognition, speaker identification from audio
channels, ear image recognition, and gait analysis, have been developed to automatically
identify people from video. More recently, researchers have looked at multimodal approaches
that augment face recognition with additional signal sources and algorithms to improve
identification accuracy and robustness. This brief will summarize current research combining
face and ear images, visible spectrum and thermal spectrum face images, face and speech
signals, and face and gait information.
The analyses below are meant to summarize the improvement in identification accuracy
and robustness attributable to combining modalities. Because researchers often use different
video databases to test their algorithms, comparison of raw performance metrics across
studies would not be meaningful without a much more detailed analysis that is beyond the
scope of this brief.
Face and Ear Images
The ear, like a fingerprint or iris, is an information-rich anatomical feature that can be
used to identify individuals. Although less researched than other biometric features,
technologies that recognize the ear are receiving increasing interest and seem to show
particular promise when combined with face recognition.
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Chang, Bowyer, and Barnabus (2003) found that combining face and ear images
improved recognition rates by over 20% relative to either modality alone. In one representative
experiment, both their face and ear recognition algorithms had recognition rates of around
71%, while the combined system achieved 91%. Theoharis, Passalis, Toderici, and Kakadiaris
(2008) achieved a 99.7% recognition rate through the fusion of face and ear images whereas
face recognition alone identified 97.5% correctly, and ear recognition alone achieved a 95.0%
recognition rate. Yan (2006) achieves a 100% recognition rate with a combined face and ear
recognition system. The recognition rate for face alone was 93%, and ear alone was 98%.
Combining face and ear images provides robustness, primarily with respect to view angle.
As the view angle deviates from a full-frontal view, most face recognition algorithms degrade in
performance (Heo et al., 2003). Simultaneously a better image of the ear is available. The
effect of occlusions such as hair, hats, and earrings on the performance of ear recognition
algorithms is unclear, as is the robustness of current ear recognition algorithms to angle of
view and illumination changes.
Visible and Thermal Spectrum Face Images
Using thermal imagery for person identification has two very distinct characteristics. First,
thermal imagery, especially in the longwave infrared (LWIR) spectrum, is invariant to changes
in illumination, since it measures heat emitted by a person’s skin, not reflected light from
external sources. Second, most facial disguise techniques alter the thermal signature of the
face enough that disguises are detectable with infrared (IR) cameras (automatic identification
is still difficult or impossible, but the presence of a disguise is detectable). IR spectrum images
can even be used to detect surgical alterations, since even subcutaneous scars appear as
distinct cold spots on thermal imagery (Kong, Heo, Abidi, Paik, & Abidi, 2005).
Arandjelović, Hammoud, and Cipolla (2006) achieved a 97% recognition rate using a
combination of visible- and thermal-spectrum face images on a dataset whereas their visiblespectrum face recognition algorithm achieved 87% by itself, and their thermal-spectrum
algorithms achieved 82%. Gundimada and Asari (2009) evaluated several algorithms and
fusion techniques. Their best approach achieved a 99.24% recognition rate whereas the visible
and thermal algorithms achieved 98.11% and 95.50% respectively. Chen, Flynn, and Bowyer
(2003) showed that using fairly simple algorithms based on principal components (PCA), they
were able to achieve a 91% recognition rate by combining visible and thermal imagery on a
database where one of the best commercial systems (FaceIt) achieved 86% using visible
images only. In their experiments, both the visible only and thermal only PCA algorithms
achieved recognition rates around 75%. Heo, Kong, Abidi, and Abidi (2004) used FaceIt as an
individual module and achieved 93% accuracy for both visible and thermal images
(independently) and 98% when combined. Scolinsky and Selinger (2004) experimented with
images captured indoors as well as outdoors. For indoor images, their system achieved 98.4%
accuracy whereas the individual visible and thermal modules achieved 97% and 94%
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respectively. For outdoor images, their system achieved 89% accuracy whereas the individual
visible and thermal modules achieved 67% and 83% respectively. The latter experiment clearly
shows both the degraded performance due to illumination variance in outdoor images as well
as the superior performance of IR image–based algorithms when there is significant variation
in illumination.
Face and Speech Recognition
Since most video cameras provide both video and audio channels, several researchers
have developed ways of combining face-recognition and speaker-identification algorithms to
improve the identification accuracy relative to either independent modality. Both textdependent and text-independent speaker identification algorithms are used. With the former,
the same phrase must be spoken in the enrollment and identification stages whereas the latter
attempts to identify the speaker regardless of word choice. Generally speaking, text-dependent
systems perform better but have the constraint of requiring a cooperative subject.
By combining face and text-dependent speaker identification in a mobile identification
system, Hazen, Weinstein, and Park (2003) achieved a 50% reduction in equal-error rate
(EER) in a user verification system relative to either independent modality. In their
experiments, the combined face-speech method had an overall accuracy of 98%. Ben-Yacoub,
Abdeljaoued, and Mayoraz (1999) achieved a 70% reduction in equal-error rate and an overall
accuracy of 96% by combining face recognition and text-independent speaker identification.
Brunelli and Falavigna (1995) achieved 98% accuracy with a combined system whereas face
recognition alone achieved 91% and speaker identification alone achieved 88%.
The greater robustness from combining face recognition and speaker identification
derives mainly from the independence of the signal sources. That is, in some circumstances
(because of illumination, view angle, etc.) face recognition may be very difficult, but a clear
audio signal may be present. Likewise, there may be situations where the audio environment is
very noisy, but the visual environment is clean.
Face and Gait Recognition
Most biometric techniques such as face recognition, speaker identification, and ear
recognition (as well as iris and fingerprint biometrics) require the subject to be fairly close to
the sensors used for data acquisition. Gait biometrics attempt to create a unique signature for
a person based on the way the person walks and thus offer the potential of identifying subjects
at a greater distance than other techniques.
Kale, Roy-Chowdhury, and Chellappa (2004) evaluated fusion of frontal-face and gaitrecognition algorithms on a National Institute for Standards and Technology (NIST) database,
where their face recognition algorithm identified 97% of subjects correctly, and the gait
recognition alone identified 60% correctly. When combined, they achieved perfect
identification. In a set of somewhat more challenging experiments, Zhou and Bhanu (2007)
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combined profile face recognition with gait identification to achieve a 91% combined accuracy
whereas profile face recognition alone achieved 80%, and gait recognition achieved 82%. In a
recent paper, Geng, Wang, Li, Wu, and Smith-Miles (2009) achieved an 86% recognition rate
by adaptively combining face and gait subsystem classifiers based on analysis of the view
angle and subject-to-camera distance on a rather challenging dataset that included large
variations in these two dimensions.

Synthesis
Notwithstanding the high recognition rate in highly controlled conditions, performance of
current state-of-the-art image- and video-based biometric systems degrades significantly when
presented with real-world variation in illumination, view angle, degree of occlusion, and viewing
distance. Combining modalities can improve robustness with respect to these variations and
achieve higher verification and identification rates than single-modality systems. There is clear
evidence that significant progress continues to be made in handling real-world variations as
current state-of-the-art algorithms in the research literature significantly outperform existing
commercial software. This is clearly seen, for example, in Arandjelović and Cipolla (2006)
where they achieve 99.7% accuracy on a dataset with extreme illumination and pose variation.
On the same dataset, FaceIt achieved only 64% accuracy.

Future Directions
Operational Relevance
Perhaps the single largest gap in the research community is analyses of how systems
perform in specific operational scenarios of interest to DHS. Better understanding the
variations in view angle, illumination, occlusion, viewing distance, and possibly other
parameters actually encountered in practice at air, land, and sea entry and exit points would be
extremely helpful in characterizing the likely performance of multimodal biometric systems in
real-world situations. Further, better understanding the most relevant performance metrics for
various operational scenarios would be very helpful, as there is often not a simple mapping
between metrics used in the literature (FAR, EER, rank-1 identification rate, etc.) and realworld utility.
Improved Performance in Operational Environments
Based on the research reviewed, it is clear that while standoff, video-based, multimodal
systems reviewed here often perform significantly better than their unimodal subsystems, the
absolute performance levels for many operational environments are likely too low to provide
significant value to DHS. Designing systems to perform well in specific operational
environments would be very valuable.
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Standard Databases
A set of standard databases designed to characterize the performance of video-based
biometrics with respect to variations in view angle, illumination, occlusion, viewing distance,
and other parameters identified in specific operational scenarios would be extremely valuable
and do not currently exist. Other variations such as facial expression, ethnicity, reference
database cardinality, and various disguise techniques could be included as well.
More Intelligent Fusion
To date, only pairs of modalities have been researched. Because each modality has
specific strengths (e.g., thermal imagery provides robustness with respect to illumination
variance, while gait recognition provides viewing distance robustness), combining more
modalities likely will further improve both accuracy and robustness. In addition to combining
more modalities, current state-of-the-art research could be extended by creating fusion
algorithms that more intelligently combine modalities. Work in this direction has been started
by Arandjelović and Cipolla (2006), who show that automatically detecting the difficulty of the
“illumination problem” in each instance before deciding how to combine visible and thermal
subsystem classifications improves accuracy, as well as by Geng et al. (2009), who show that
adaptively combining face and gait subsystem classifiers based on analysis of the view angle
and subject-to-camera distance significantly improves performance over static combination
rules. The impact of such fusion on identification-verification performance and deployment cost
is an additional unaddressed area of research.
Computational Performance
Video-based biometric techniques are computationally resource-intensive. For example,
one the best performing video-based face recognition algorithms has time complexity of
roughly O(n3), where n is the number of frames (Arandjelović, personal communication, 2009).
Although more accurate and robust, multimodal techniques demand even more computing
resources, given that multiple computationally intensive algorithms must run simultaneously.
There has been a dearth of research in understanding the time and space complexity of
various algorithms and in developing optimized software and hardware for handling the most
computationally intensive sub-algorithms. In particular, identifying bottleneck steps in the
highest performing algorithms and developing software and hardware systems to optimize the
performance of those steps would be very beneficial in translating state-of-the-art research into
usable systems. Similarly, developing metrics that combine identification-verification
performance and computational complexity to allow more transparent analysis of the cost
associated with improved identification-verification performance would be quite valuable in
evaluating multimodal biometric systems.
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