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Returning to Duke: Network Requirements

Duke-owned computers and servers must adhere to Duke security standards to ensure continued access to the Duke network.  

 

Vulnerable systems are flagged in Planisphere (available on Duke network at planisphere.oit.duke.edu) for support team assistance.

Endpoint Management

Requirement: Duke-owned computers and 

servers must have approved endpoint 

management (EPM) software installed.

 

Why it matters: EPM software allows a 

device to report important environment and 

security information to the IT Security Office.

How to get it: 
https://sites.duke.edu/endpoints/getstarted/

When ITSO detects this: We will send a 

ticket to device's support team; if not 

remediated after 14 days, we will contact 

device owner by email.  Network block will 

be enforced 48 hours after user notice if not 

addressed.

 

More information: 

https://security.duke.edu/policies/endpoint-

management-protocols

CrowdStrike

Requirement: Duke-owned computers and 

servers must have the CrowdStrike Falcon 

Enterprise software installed.

 
Why it matters: CrowdStrike is Duke's 

strongest defense against viruses and 

malware.

How to get it: For Duke-owned devices:

https://software.duke.edu/node/542

When ITSO detects this: We will send a 

ticket to device's support team; if not 

remediated after 14 days, we will contact 

device owner by email.  Network block will 

be enforced 48 hours after user notice.

For additional protection: Install 

CrowdStrike for home use:

https://software.duke.edu/node/673

 

More information: 

https://security.duke.edu/anti-virus-software

Supported Operating System

Requirement: Duke-owned computers and 

servers must run operating systems that are 

supported by the manufacturer.

 
Why it matters: Unsupported operating 

systems do not receive security updates to 

protect against known vulnerabilities.

When ITSO detects this: We will issue 

warnings to your IT support team in 

Planisphere starting 6 months in advance.  

Duke-owned computers and servers with 

unsupported operating systems and no 

remediation plan on file will be blocked from 

accessing the Duke network.

More information: 
https://security.duke.edu/secure/policies/ser

ver-security-standard

 

https://security.duke.edu/secure/policies/duk

e-university-standard-workstation-and-

mobile-device-security

Device Vulnerability

Requirement: Any device with a 

vulnerability classified as high or critical 

according to the Common Vulnerability 

Scoring System (CVSS) must be patched.

Why it matters: Hackers can exploit serious 

vulnerabilities to exploit your device and 

gain access to Duke systems.

How to fix it: Install patches as quickly as 

possible.  Endpoint management 

compliance will help prevent this.

When ITSO detects this: Support tickets 

will be sent to IT support or owners of 

affected systems. Network blocks for 

systems with public or restricted data 

enforced after 4 weeks; sensitive data 

systems will be blocked after 2. 

More Information: 

https://security.duke.edu/secure/policies/vul

nerability-management-procedure


