
Your $$$ or your data 
Protecting yourself against ransomware 

(and a few other things while we have your attention)



What is ransomware?

Malware that encrypts files 
and demands a payment to 

unencrypt them

Increased sophistication over 
the last few years

Ransom costs vary and must be 
paid with “cryptocurrencies” 

like Bitcoin

Access is restored after 
payment … or not …
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This is not new, and it affects everyone!

A single ransomware 
server could yield $33,600 

per day in ransoms

In 2015, the FBI received more than 
2,400 ransomware complaints, 
which totaled $25M in damages

The City of Durham was 
recently the victim of a similar 
ransomware attack, but was 

able to quickly recover

The Town of Greenland, New 
Hampshire had a similar attack in 
2014 that resulted in the loss of 8 
years worth of electronic records 
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Ransomware is popular

789% increase in phishing over Q4 2015.



Can it happen here?

Yes … and it has!

– Small ransomware infections have 
occurred in some areas 

– Fortunately, the damage has been 
limited…so far
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Ransomware Attack - July 15, 2016

• Made it through Proofpoint

• Seven people opened it

• Resulted in encryption 
of user workstations 
and a file share

• Zip file contained a windows 
executable

• Malware known as Zepto



Ransomware Attack – August 12, 2016

• Mail server did not make use of 
ProofPoint as an email gateway

• Resulted in encryption of user 
workstations and a file share 

• Ransom demand was $2,000

• Malware was Zepto again



How can YOU prepare?
1. Patch and update all the things! 

2. Use Symantec with:
– Insight (file reputation)
– SONAR (application behavior)

3. Don’t open unexpected attachments

4. Avoid enabling macros when opening 
documents, unless you trust the source

5. Have good backups

6. Bonus:  Run an adblocker (ublock origin).

7. Bonus:  Remove Flash, Silverlight, Java, etc.
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Note: Duke IT support teams, DHTS, and OIT are doing these things for many Duke computers.



But, this is the 21st century. 
Ransomware is all I have to 

worry about now, right?



Let’s talk about your passwords

Passwords are a prime 
target for attacks:

• Malware
• Social Engineering
• Phishing
• 0-days

Reused passwords allow 
access other accounts.  
Attackers will:
• Take the information 

from the accounts
• Use the accounts to 

target others



Password mega-breaches: 1 billion and counting!
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Breaches include: 
• MySpace (360 million users)
• LinkedIn (167 million)
• Tumblr (65 million)
• Twitter (32 million) 
• Dropbox (68 million)
• Yahoo (400 million)



Password recommendations

• Don’t reuse passwords!

• Get a password manager (LastPass)

• Use multi-factor everywhere you can:  https://twofactorauth.org 

• Check “Leaked Source” regularly:  https://www.leakedsource.com/

• Check “Breach or Clear” regularly: http://breachorclear.jesterscourt.cc/

• Subscribe to “Have I Been Pwned?”: https://haveibeenpwned.com/ 
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USB Drive Risks



Why USB Drives?

We recommend that you use Duke Box unless it does not work 
for your particular situation. For example, if you need to …

• Transfer data from one location to another where reliable 
Internet access is not available.

• Store or back up files during field work/travel where reliable 
Internet access is not available.

• Temporarily access your work on another computer where 
reliable Internet access is not available.

In these cases, we recommend the use of an encrypted USB flash 
drive to safeguard your work and Duke’s data.

https://oit.duke.edu/comp-print/storage/flashdrives.php



Encrypted USB Drive Recommendations
Again, we recommend that you use Duke Box unless it does not 
work for your particular situation. If you need to use a USB drive, 
Duke Stores sells the the Kingston DataTraveler Vault Privacy USB 
drives, tested by Duke OIT and DHTS.

Key features of these drives include:

• Password required to access drive

• Drive self-erases after multiple failed passwords

• Read-only option to allow sharing of data without exposure to 
viruses or malware

• Multiple sizes, from 8 GB to 64 GB

http://www.dukestores.duke.edu/



Closing Thoughts
• Simple steps to protect yourself 

from MOST attacks
– Apply software updates

– Don’t click the bright shiny thing
(or the unverified urgent thing)

– Good password practices (Lastpass
and multifactor)

– Browser protections (adblocker, 
https everywhere)

– Use encrypted USB drives

• Accept there are some things 
from which you can’t protect 
yourself
– For these, have good backups!


